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LLno3 6e3neyHoro obMiHy Haknada€E eNeKTPOHHY MevyaTKy Ha KOXXHEe MOBiAOMJIEHHS (34INCHIOE
Moro nmignmMcaHHs), WO BignNpaBASETbCS A0 iHWOro w3y 6e3nedyHoro obMiHy yepe3 cuctemy
«TpembiTa». TMlignncaHHA 34INCHIOETBCA 3 BUKOPUCTAHHAM KBajiikoBaHOro cepTudikaTy
€NEeKTPOHHOI MnevYaTKn, SKMrM Oyno OTPUMaAHO Ha MiArOTOBYMX KpOKaX Big KBanihikoBaHOro
HaJlaBa4da €NeKTPOHHUX OO0BipYMX MOCAYT.

B npomucnosomy cepepoBuLli cuctemmn «TpembiTa» € 060B’'A3KOBUM BUKOPUCTAHHA anapaTHUX
ToKeHiB abo HSM-npucTpois.

3axULLEHN HOCIN 0COBUCTUX KKOYIB (amapaTHUA TOKEH), Ha AKOMY 3HAaXO0AATbCA O0COBUCTI KJoui
€/IeKTPOHHOI NeYyaTKn Ta wWwugpyBaHHA HeobXigHO nNpaBWUAbLHO MNIAKAOYUTU A0 BipTyasbHOI
MawWwwnHM w3y 6e3neyHoro obMiHY. 3a QfOaHy 4ilo BignoBigae AAMIHICTpaTop JIOKalbHUX
KOMMOHEHTIB (CUCTEMHUA aAMiHICTpaTop).

3a HaslaWTyBaHHA BUKOPUCTAHHA KpunTorpadivyHMX KIOYiB Ta cepTUdikaTiB NevyaTKu B LiIOMYy
BioMnoBiga€E nNpauiBHMK Y4acHMKa, WO € BAacHnkom LLUBO.

3a HaNaWwTyBaHHA BUKOPUCTAHHSA KPUNTOrpagivHNX K0YiB Ta CepTUdIKaTiB nevyaTKu B LisloMy
BiAMNoBiga€E npauiBHNK YY4aCHUKA, Lo € BiacHuUkoMm LLIBO.

3a HaNawTyBaHHA BUKOPUCTAHHA KpUNTOrpagivyHNX Ko4YiB Ta cepTudikaTiea neyaTtkm Cyb’ekTa
eJIeKTPOHHOI B3aeMoaii BiaNoBigae KOPNUCTYBaY 3 poJuUito BignoeiganbHWN 3a yrnpaBiiHHSA
kntodamm Cy6’ekTa enleKTPOHHOI B3aeMofii Yepes BebiHTepdenc LLUBO.

Ba>xnuBo! lMaposi fo knwoYiB Ta cepTudikaTiB nedaTkn Cy6'ekTa esleKTPOHHOI B3aeMogil
BBOOATbCS Yepe3 BebiHTepdenc w3y 6beaneyHoro obmiHy BignosigaabHMM 3a ynpasB/iHHSA
KJlo4aMn Ta He MOBWHHI nepepaBaTuca cniBpobiTHMKam OnepaTopa Ta iHWWM TpeTiM
ocobam.

Ona Toro, wob wno3 6esnevyHoro obMiHYy MaB MOXNAMBICTb npauwBaTn 3 KHEAMN, wo Buaas
ceptTudikatn, HeobxigHo popaTu iHgopMauilo Mpo HbOro y cneuianbHUM Gana, [NS 4Horo



HeobXxigHo:

1. BigkpnTn gaHum ann 3a 4ONOMOrol BUKOHaHHSA HAaCcTYMHOI KOMaHOwW:

sudo nano /etc/uxp/uac/osplm.ini

2. 3HanTn po3ain (y KBagpaTHUX AOy>XXKaX BU3HAYalOTbCA po34inn) 3 HanawTyBaHHAMU CMP-
cepBicy Ta BCTAaHOBUTW HACTYMHi NapaMeTpun A0CTyny:

[\SOFTWARE\Institute of Informational Technologies\Certificate Authority-1.3\End User\CMP]
Use=1

CommonName=

Address= ca-test.czo.gov.ua

Port=80

3. Y none Address HeobxigHO Bka3aTu agpecy o cepsicy CMP KHELN, wo Bupae cepTudikatn
(Hanmpuknag, ca.informjust.ua, ca.iit.com.ua Towo, 3anexHo Big KHELM). 3a3zHa4vyeHy agpecy Moxxe
HadaTu, 30KpPeMa, HajaBay ENeKTPOHHMX OO0BipYMx nocayr abo ii MoxXHa gi3HaTucb 3 Beb
iHTepdency LWLWBO Ha BkNnaaui «MapameTpn cuctemn» B ceklii «CepBic/ MO3HAYKN YHacy» (KU
Oyno BKasaHo B po34ini 7.1.3 faHoil iHCTPYKLIT).

Mpuknag pesynbTaTy Mmoaudikauii danny:

BCcTaHOB/IEHHS MiATPUMKN 3aXULLLEEHMX HOCITB 0COBUCTMX KHOYIB (anapaTHUX TOKEHIB) BUKOHYETbLCS
ALMIHICTPaTOPOM NOKaJIbHUX KOMIMOHEHTIB (CUCTEMHUM afiMiHICTpaToOpOM).

LLinto3 6e3neyHoro ob6MiHy Bepcii 1.12.6 NiaTPUMY€E HACTYMHI 3aXULLEHI HOCIT 0COBUCTUX KITOYIB:
1. AnapaTHi TOKeHu:

- Anma3s-1K;
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- ABTop Secure Token 337;

- ABTOp Secure Token 338;

- Efitkey;

- Kpuctan-1;

2. MepexeBi KpunTomMoayii:
- lIT F'paga-301;

- Candpep «Wndp-HSM».

AnapaTHUI TOKeH (3aXULLEHUA HOCIN 0COBUCTUX KNKOYIB) HeobXiaHO MNigKN4YUTN 00 (i3nYHOro
obnagHaHHA - cepBepa, kU 3abesnedye PyHKLiIOHYBaHHA M3 w3y 6e3neqyHoro obMiHy. SKLLO
BUKOPUCTOBYETLCA CUCTEMa BipTyanisauii Ha cepBepi - MOTPIOHO HanawTyBaTW ajpecauito
QI3NYHOro NOpPTYy, OO SKOro NigKAYEeHUW anapaTHUW TOKEH, 00 BipTyasibHOI MallWHW LWIKO3Y
6e3ne4yHoro obmiHy.

MpaBUAbHICTb agpecalii MOXKHa NepeBipnUTN Yepes HAABHICTb iHopMaLii Mpo K/Yi y onepauinHin
cucTemi, ans 4oro nNoTpibHO BUKOHATU HACTYyNHY KOMaHAy Ha wito3i 6e3ne4yHoro obmiHy:

sudo dmesg | grep usb

3 pe3ynbTaTy BMKOHAHHA KOMaHAW MOXXHa nobavnTun, WO B CUCTEMi MPUCYTHI ABa anapaTHUX
TOoKeHU - Product: IIT E.Key Crystal-1 Ta Product: E.Key Almaz-1C - BignoBigHO «Kpuctan-1» Ta
«Anmas-1K».
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Ona poboTn ycix amapaTHUX TOKEHiB HeObXigHO BCTAaHOBUTU MaKeTu MiATPUMKU esIeKTPOHHUX
KJII04iB ornepauinHo cnctemoro Linux, a came Ubuntu 18.04 Server 64bit:

sudo apt-get install pcscd libccid pcsc-tools libccid libpcsclitel opensc

[JooaTKoOBMX HasallTyBaHb, KpPiM BCTAHOBJIEHHS MaKeTiB MiATPUMKU eNeKTPOHHUX KJIOYIB
ornepauinHo CMCTEMOIO Linux, BUKOHYBaTWN He NOTPibHO.

[nsa 3a3HavYeHnx ToOKeHiB ABTOp HeobXxigHO:

1. 3aBaHTaxuTn pgpaneep ona 64-pospagHoi OC Linux 3a [0OMNOMOrod BUKOHAHHA HaACTYMHOI
KOMaHAu:

wget https://project-repo.trembita.gov.ua:8081//files/tl/1ibav337plld.so

2. MepeMicTnTn 3aBaHTakeHU pann y gupekTopito /usr/lib/:

sudo cp libav337plld.so /usr/lib/

3. lepeBipUTU A[OCTYMHICTb TOKEHY B CUCTEMI MOXHa 3a [O0MOMOrol BUKOHAHHSA HACTYMHOI
KOMaHau:

sudo pkcsll-tool -v --list-slots --module /usr/lib/libav337plld.so

Y BMNaOKy, SKWO KAOY AOCTYNHUM ONs CUCTeMU, Ma€ B6yTun BMBedeHO iHOopMaLild Npo HbOro,
Hanpukian:

7.2.2.3. ??7?7?7?7??7?7?7?77 EfitKey

Mpun BUKOPUCTaHHI 3axunuieHoro Hocig EfitKey HeobxigHO BUKOHATW HACTYMHI Aii:

1. CkoperyBaTun ¢pann Info.plist, ona Toro, wob gmoaaTwm (BKAYUTK) icHY4YMn PCSC-npucTtpin
(TokeH Efitkey) po sBignosigHoro cnucky PCSC-npucTpoiB, $Ki NigTPUMYOTbCS CUCTEMOIO,
BiAKPMBLUWX MO0 3a AOMNOMOIrO BUKOHAHHSA HAaCTYMNHOI KOMaHAW:
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sudo nano /usr/lib/pcsc/drivers/ifd-ccid.bundle/Contents/Info.plist

2. 3HanTun cTpoky «<key=>ifdVendorID</key>» i nicna enemeHTy «<array>» nogaTtu:

«<string>0xClA6</string>»

3. 3HanTun cTpoky «<key=>ifdProductiID</key>» i nicng enemMeHTy «<array>» fonaTu:

«<string>0x0151</string>»

4. 3HanTwn cTpoky «<key>ifdFriendlyName</key>» i nicha enemeHTy «<array>» fonaTu:

«<string>EfitTechnologies EfitKey</string>»

5. 3aBaHTaxxuTm Ta ckonitoBaTn 6ibnioTeky gpansepis libefitkeynxt.so oo gunpekTopii /usr/lib/ 3a
[,0MNOMOrot NocnifoBHONO BUKOHAHHA HAaCTYMHUX KOMaHA:

wget https://project-repo.trembita.gov.ua:8081//files/tl/libefitkeynxt.so
sudo cp libefitkeynxt.so /usr/lib/

MpumiTtka. Ona poboTu libefitkeynxt.so i EfitKey HeobxigHO MaTuh 3anyweHnn geMoH pcscd.

6. MNig’'egHaTM 3axXULWEHNIA HOCIN KNOYOBOT iHGopMauii EfitKey Ta nepeBipnTn AOCTYMHICTb HOCIA B
cucTemi:

sudo pkcsll-tool -v --list-slots --module /usr/lib/libefitkeynxt.so

Y BUMagKy, SKLIO KJOY AOCTYMHUA ONS cuMcTeMu, Mae ByTun BUBeAEHO iH(OpMaLilo Mpo HbOro,
Hanpuknag:



Available slots:

Slot @ (0x0): EfitTechnologies EfitKey (EFK4200080173) 00 @8
manufacturer: EfitTechnologies EfitKey (EFK420
hardware ver: 0.0
firmware ver: 1.0

flags: token present, removable device, hardware slot

token label : AVEST KEY

token manufacturer : EfitTechnologies

token model : EfitKey

token flags : login required, rng, token -initialized, PIN +initialized

hardware version 1 4,20

firmware versdion : 1.8

serial num : EFK4200080173
pin min/max : 6/80

Mpn BUKOPUCTaHHI TOKeHy «KpucTan-1» HeobxiaHO BUKOHATW HACTyMHi Aii:

1. CtBopuTK hann /etc/udev/rules.d/80-uxp-iit-e-keys.rules 3a [ONOMOro BUKOHaHHA HAaCTYMHOI
KOMaHau:

sudo nano /etc/udev/rules.d/80-uxp-iit-e-keys.rules

2. MponucaTy B HbOMY HACTYMHi NpaBuna:

SUBSYSTEM=="usb", ATTR{idVendor}=="03eb", ATTR{idProduct}=="9301", MODE="0660", GROUP="uxp"
SUBSYSTEM=="usb", ATTR{idVendor}=="03eb", ATTR{idProduct}=="9308", MODE="0660", GROUP="uxp"

3. MepeBipnTHn, 4n BCTaHOoBAEHO 6ibnioTeky libusb-0.1-4 3a LONOMOro BUKOHAHHS HAaCTYMHOI
KOMaHAau:

sudo apt list --installed | grep libusb-0.1-4

Y Bunaaky, skuwo 6ibnioteky He BCTaHOBJIEHO, BCTAHOBUTW il 3@ AOMOMOr OO0 BUKOHAHHSA HACTYMHOI
KOMaHau:

sudo apt-get install libusb-0.1-4

Mpu BUKOpUCTaHHI TokeHy 6e3nekn IIT «paga-301» HeobxigHO BUKOHATW HACTYMHI Ail:

1. Bigkputun hann /etc/uxp/uac/osplm.ini 3a [ONOMOrow BUKOHaHHS HaCTYMHOT KOMaHAU:
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sudo nano /etc/uxp/uac/osplm.ini

2. logaTuy B HbOro HACTYMNHMIA 6/10K NapameTpiB:

[\SOFTWARE\Institute of Informational Technologies\Key Medias\NCM Gryada-301]
[\SOFTWARE\Institute of Informational Technologies\Key Medias\NCM Gryada-301\Modules]
[\SOFTWARE\Institute of Informational Technologies\Key Medias\NCM Gryada-301\Modules\<Serial
Number>]

OrderNumber=0

SN=<Serial Number>

Address=<Your-Gryada-301-IP>

AddressMask=255.0.0.0

he <Serial Number> - ue ocTaHHi Tpu uundpu cepinHoro Homepy npuctpoto IIT Mpaga-301
(cepinHun HoMmep npucTpoto Mae Burnag 301XXX, ocTaHHi Tpu yngpu XXX HeobxigHO gomatun y
tann),

<Your-Gryada-301-IP> - ue mepe)xeBa agpeca NpuUcTpoto,
AddressMask - macka nigmMepexi, y fKih 3HaXo4UTbCA MPUCTPIN.

3. Mepe3aBaHTa)XNTW CEPBIC UXpP-Signer 3a 4OMOMOIrol BUKOHAHHA HACTYMHOI KOMaHAW:

sudo systemctl restart uxp-signer

Ina 3abesnevyeHHs poboTu TokeHy besnekn «Lupp-HSM» HeobxigHa 6ibnioTeka libcihsm.so. Ti
NoTpibHO po3MicTUTKM B gumpekTopii /var/tmp/uxp/EUSign-x64-1.3.263/ annoBoi CUCTEMU LWIIO3Y
6e3ne4yHoro obmiHy.

MpumiTtka. HdaHa 6ibnioTeka MOCTaBNAETbCA KOMMAHIEWD-BUPOOHMKOM pa3oM 3 TOKEHOM
be3neku.

Micna uboro HeobxiAHO BUKOHATWN HACTYMHI KPOKN:
1. 3MiHUTK NpaBa gocTyny Ao 6ibnioTekn 3a [ONOMOro BUKOHAaHHS HaCTyMHOI KOMaHAW:
chmod 644 /var/tmp/uxp/EUSign-x64-1.3.263/1ibcihsm.so

2. BneBHuTMCh, wo w3 B6esneyHoro obmiHy Ma€ migknwyeHHs go mopynto «Wudgpp-HSM» 3a
0OMOMOro BUKOHaHHA HAaCTYMHOI KOMaHAOw:



PKCS11 PROXY SOCKET=tcp://<Your-CipherHSM-IP>:23454 pkcsll-tool \
--module /var/tmp/uxp/EUSign-x64-1.3.263/1ibcihsm.so -

ne <Your-CipherHSM-IP> - IP-agpeca moaysto.

Micns BUKOHaHHSA KOMaHAM By ayTb NOKa3aHi yCi AOCTYNHI CNOTU Ha MOAY i, HAaNPUKNaA:

Available slots:
Slot © (0x54c93h8): Cipher Cipher-HSM slot ID ©x54c9ad8

token label : empty

token manufacturer : CIPHER PRO, LLC

token model : Cipher-HSM

token flags : login required, rng, token initialized, PIN initialized, user
PIN to be changed, other flags=0x20

hardware version P 2.5

firmware version 7 25

serial num : CaaT78080054c9%ad8

pin min/max . 4/255

Slot 1 (Oxbdd1406): Cipher Cipher-HSM slot ID 0xbdd1406

3. BiokpuTn ann /etc/uxp/services/local.conf 3a LONOMOro BUKOHaHHA HAaCTYMHOI KOMaHAOW:

sudo nano /etc/uxp/services/local.conf

Ta A04aTW B HbOr0 HACTYMNHY CTPOKY:

export PKCS11 PROXY SOCKET=tcp://<Your-CipherHSM-IP>:23454

4. MNeperngaHyTn BCi KJKOYi Ta cepTuUgikaTn Ha TOKEHi, CKOPUCTABLUUCL IHCTpYyMeHTOM pkcsll-tool,
3@ 4OMNOMOroK BMKOHAHHSA HACTYMNHOT KOMaHau:

PKCS11 PROXY_SOCKET=tcp://<Your-CipherHSM-IP>:23454 pkcsll-tool \
--module /var/tmp/uxp/EUSign-x64-1.3.263/1ibcihsm.so \
--slot <SlotNunber> -0 -v -1 --pin <PIN Code>

ne <Your-CipherHSM-IP> - IP agpeca moaynio;

<PIN Code> - PIN-kog moaynto.

MpumMmiTKa. 9KLI0 Nica8 BUKOHAHHSA KOMaHAW 6y10 OTPMMaHO MOMUIIKY
CKR_USER_ALREADY_LOGGED _IN, HeobxigHo Buganntn po3ain exogy -l --pin <PIN Code> 3
rnornepeaHbOi KOMaHAW.
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5. CkonitoBaTun cepTudikaT 3 monepeaHboro Kpoky Ta ceptudikat KHELIN B anpekTopito
/etc/uxp/uac/certificates/.

6. Nepe3aBaHTa>XNTU CEPBIC UXpP-signer 3a AOMNOMOro BUKOHAHHSA HAaCTYMNHOI KOMaHAW:

sudo systemctl restart uxp-signer

Micna npoBeneHnx ain 3 obpaHmum knrovem 060B'A3KOBO HEOOXiAHO Nepe3aBaHTaXXUTU onepaLinHy
cnucTemy:

sudo shutdown -r now

Micns 4oro BUKOPUCTOBYBAHUIN K04 NOBUHEH 3'9BUTUCL B BebiHTepdenci LUBO B po3aini «Kntoyi i
ceptTudikaTn».
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