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OCHOBHOIO 4aCTWHOKO CepBepa MOHITOPWUHIY 3a Mpaues3fdaTHICTIO € nporpamHe 3abesnevyeHHs
Zabbix, gke Mo)e HakKomnmuyyBaTW Ta Bi3yanisyBaTu iHOpPMaLil0 NPO BUKOPUCTAHHA amapaTHUX
pecypciB cepBepiB, y TOMY 4WUCANi, CepefHE HaBaHTa>XeHHHA Ha npouecop, 0b6’'eM BUKOPUCTAHOI
onepaTmMBHOI NaM’aTi, 06'€M BiIbHOro ANCKOBOIrO MPOCTOPY TOLLLO.

CxeMa MepexeBOi B3a€EMOfii cepBepa MOHITOPUHIY 3a npaue3faTHICTI0O HaBedeHa Ha PUCYHKY
11.2.

Zabbix

CepBep MoHiTOpMHrY  TCP 10051, 80 LLinto3 6e3neyHoro

3a npauesaaTtHicTio ™ 0OMiHy
LI/BO riepiogmnyHo BIArpasse
BIJOMOCTI ripo npaye3faTHicTb

Zabbix
TCP 80 (HTTP)

bpayzep

ALMIHICTDATOP JIOK3/IbHUX KOMITOHEHTIB (CUCTEMHMUM
alMIHICTPaTOP) Mae MOXJIMBICTL Meperisggari y
BebIHTEDPGhEUCI BifJOMOCTI rpo rpaLe3qaTHICTh

AaMiHicTpaTop
JIOKanbHUX
KOMIMOHEHTIB

PucyHok 11.2 - CxeMa Mepe)xeBol B3aEMOLIiT cepBepa MOHITOPUHIY 3a npaue3faTHICTIo

3 MeTolo opraHizauii mepexxeBoi B3aemodii OnepaTtop (abo Cy6’'eKT eNneKTPOHHOI B3aEMOAIi, SKLLO
BiH CAMOCTIHO aAMiHICTPY€E BNACHI JIOKa/bHi KOMMOHEHTU cuctemm «TpembiTa») mae 3abesneqnTun
MOXXJINBICTb Mepe)xeBoro 3’egHaHHsA i3 LWUBO 00 cepBepa MOHITOPUHIY 3a npaue3faTHICTIoO Ha
rnoptn TCP 10051 ta TCP 80.

BCcTaHOB/IEHHSI CEPBEPY MOHITOPUHIY 3a Npaue3daTHICTIO MPOMOHYETLCA MNpu poboTi ckpunTa

aBTOMaTKM3auil BCTaHOBJAEHHS (AMB. po3ain 6.4, NyHKT 5 paHol IHCTpyKUii). SAKwo cepsep
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MOHITOPMHIY 3a npaue3gaTHiCTio Oyno BCTaHoOBAeHO npu poboTi cKkpunTa aBToMaTM3auii

BCTAHOBJIEHHS, MOro HeobXigHO HanawTyBaTW 3rigHo po3ainie 11.2.2 Ta 11.2.3 gaHoi iHCTpyKU;l.

AKLLO CcepBep MOHITOPUHIY 3a npaue3faTHicTio He 6yno BCTaHoBAeHO npu poboTi ckpunTa
aBTOMaTu3aLil BCTAHOBMIEHHS, NOro HeobXxigHO BCTAaHOBMTW 3rigHo po3ainy 11.2.1 i HanawTyBaTn

3rigHo po3ginie 11.2.2 Tta 11.2.3 paHol iHCTpyKuil. lNMepen BCTaHOBMEHHAM BipTyaJibHa MalluHa

(abo pizn4HMM cepBep) NOBUHHI ByTM NMonepeaHbO HaNawWTOBaHI 3rigHo po3ainie 5.1 Ta 5.2 gaHoi
IHCTPYKUII.

BcTaHOBMIeHHS Ta BCi BiAMOBIAHI HaNaWTyBaHHA BUKOHYIOTbCA AAMIHICTPaTOPOM JIOKabHUX
KOMIMOHEHTIB.

ALMIHICTpaTOp JIOKa/IbHUX KOMMOHEHTIB (CUCTEMHU afMiHICTpaTOpP) MOBMHEH MaTU MOXXJIMBICTb
nigknodaTnca o Cepsepa MOHITOPUHIY 3a Npaue3gaTHicTio Ha nopT TCP 80, Ha sKkomy
po3MilleHa cnyxba BebiHTepdency cepsepa.

Mig 4Yac iHcTansauii AQMIHICTpPaATOpP JIOKaAJIbHUX KOMMOHEHTIB (CMCTEeMHU afMiHiCTpaTop) Mae€

3abesneynTnn CepBep MOHITOPUHIY 3a Mpaue3faTHICTIO BUXOOOM A0 MepexXi |[HTepHeT 3 mMeTolo
BCTAHOBJIEHHS MPOrpaMHMNX NaKeTiB 3 MPOrpaMHOro peno3nTopito cuctemn «TpembiTa».

[Ons BCTaHOBJIEHHS HEOBXiAHUX MaKeTIB O19 CeEpBEPA MOHITOPUHIY 3a MpaLe3naTHICTIO HeobxiaHo
BUKOHATW HaCTYNHI Aii:

1. 3aKpUTK OOCTYN A0 CTOPOHHIX peno3nTopiiB 3a 4OMOMOIro0 BUKOHAHHS HAaCTYMHOI KOMaHAN:

sudo sed -i 's/"[A-Za-z0-9]/#&/' /etc/apt/sources.list

2. JogaTn y onepauinHy CUCTEMY PEnO3MTOPIA 3 NakeTaMu cuctemm «TpembiTa» 3a AOMNOMOroOLo
BMKOHaHHSA HAaCTYMHOI KOMaHOW:

echo 'deb https://project-repo.trembita.gov.ua:8081/repository/trembita-monitoring archive/

graylog main' | sudo tee -a /etc/apt/sources.list

MNepeBipUTN pe3ynbTaT BUKOHAHHA KOMaHA MOXHa 3a AOMOMOroK TEKCTOBOro pefakTopa nano,
BiZAKpMBLUW han Ha pefaryBaHHs 3a LOMNOMOrol BUKOHAHHA HACTYMHOI KOMaHaW:

sudo nano /etc/apt/sources.list

3. DonaTtu GPG KJ04 peno3nTopito 3a A40NOMOIrol BUKOHAHHSA HAaCTYMNHOT KOMaHOW:
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sudo wget -0 - https://project-repo.trembita.gov.ua:8081//public-keys/public.key.txt | sudo
apt-key add -

AKLWLO0 KOMaHAy BUKOHaHO ycniwHo, byae snBeneHo nosigomMmneHHs «OK».

4. B onepauinHin cuctemi mae 6yTn BCTaHOBMEHa soKaab UTF-8.

MpumMmiTKa. BCTaHOBNEHHS JIOKasli onucaHo B po3aini 7.1.4.

5. llpoBeCcTn cCuUCTEeMHe O4YULEeHHA Ta OHOBUTWU CMNUCKU LOOCTYMHUX MakeTiB 3a [A0MNOMOroto
MOCNiIAOBHOr0 BUKOHAHHS HaCTYNMHUX KOMaHA:

sudo apt autoremove && sudo apt clean && sudo apt autoclean

sudo apt update

6. BctaHOoBMTK HeobXigHi 3acobn 3a 4OMNOMOrol BUKOHAHHA HAaCTYMHOI KOMaHAW:

sudo apt install zabbix-server-pgsqgl zabbix-agent postgresql -y

7. CTBOpPMTU KopucTyBada 6a3m gaHux Ta 6a3y OaHUX 3a OOMNOMOrow MOCAiA0OBHOrO BUMKOHAHHS
HACTYMHMUX KOMaHA:

sudo -u postgres createuser --pwprompt zabbix

sudo -u postgres createdb -0 zabbix zabbix

8. IMnmopTyBaTK cxeMy 6a3n OaHUX 3a OOMOMOIrOo0 BUKOHAHHS HAaCTYMHOI KOMaHAW:

zcat /usr/share/doc/zabbix-server-pgsql/create.sql.gz | sudo -u zabbix psql zabbix

9. BiokpnTu Ha peparyBaHHs (ann KoHdirypauii zabbix_server.conf 3a 4onomMoroi BMKOHaHHSA
HaCTyrMnHOI KOMaHAaW:

sudo nano /etc/zabbix/zabbix server.conf

10. BBecTn naponb 00 hanny KoHgirypauii ak 3HadyeHHA napameTpy «DBPassword», a 3Ha4YeHHSA
napameTpy «DBHoOSt» - 3a/IMWINTY MOPOXKHIM:

DBHost=

DBPassword=

11. YBiMKHYTUK Zabbix cepsep 3a 0OMOMOrol NocaiJOBHOr0 BUKOHaHHA HAaCTYNMHUX KOMaHA;:
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sudo systemctl enable zabbix-server

sudo systemctl start zabbix-server

12. BctaHOBUTK web YacTuHy cepBepy Zabbix 3a onoMoroto BUKOHaHHSA HAaCTYMHOI KOMaHOW:

sudo apt install zabbix-frontend-php php-pgsql -y

13. BuMKHYTU Apache2 3a JONOMOrot nocsifoBHOMr0 BUKOHAHHA HAaCTYMHUX KOMaHA:

sudo systemctl stop apache2

sudo systemctl disable apache2

14. BctaHoBuTK Nginx 3a 4OMNOMOIro NOCNiAOBHOM0 BUKOHAHHSA HAaCTYMHMX KOMaHA:

sudo apt install nginx-light php-fpm -y
sudo ln -s /usr/share/zabbix /var/www/html/zabbix

sudo rm /etc/nginx/sites-enabled/default

15. BigkpuTu Ha pefarysaHHsa pann KoHgirypauii php.ini 3a 4oNoMorot BMKOHAaHHSA HACTYMHOI
KOMaHau:

sudo nano /etc/php/7.2/fpm/php.ini

16. MNepeBipnTN HasBHICTb MepesiiYyeHUX HUXKYe napaMeTpiB y anni KoHdirypauii. AKWwo gaHi
napameTpu BiACYTHIi - BCTAHOBUTU X HACTYMHUM YAHOM:

date.timezone = Europe/Kiev
post max size = 16M
max_execution time = 300

max_input time = 300

17. CtBopuTM Ta BIiOKPUTW Ha peparyBaHHa dann KoHdirypauii Nginx 3a [onomMoroo
NOCNiIAOBHOI0 BUKOHAHHSA HACTYMHUX KOMaHA:

sudo touch /etc/nginx/sites-available/zabbix
sudo ln -s /etc/nginx/sites-available/zabbix /etc/nginx/sites-enabled/zabbix

sudo nano /etc/nginx/sites-enabled/zabbix

18. BHeCTuM HaCTYMHi KOHirypauinHi napameTpu y gaHunm gann:

server {

listen 80 default server;



root /var/www/html;
index index.php index.html index.htm;
server name zabbix server;
location / {
try files $uri $uri/ =404;
}
location /(conf|app|include|local) {
deny all;
}
location ~ \.php$ {
include snippets/fastcgi-php.conf;
fastcgi pass unix:/run/php/php7.2-fpm.sock;
}
location ~ /\.ht {

deny all;

19. MNepe3aBaHTa)XUTW CEPBICM 3a AOMOMOIrO0 BUKOHAHHS HAaCTYMHOI KOMaHAW:

sudo systemctl restart php7.2-fpm nginx

BebiHTepenc cepBepy MOHITOPUHIY 3a nMpaue3faTHICTI0O  AOCTYMHWNM 3@ MNOCUJIAHHAM:
http://<YOUR-ZABBIX-SERVER-IP>/zabbix/,

ne <YOUR-ZABBIX-SERVER-IP> - apgpeca BignoBigHOro cepBepy, Ha $KOMY BCTaHOBJIEHO
nporpamHe 3abe3nevyeHHs 019 MOHITOPUHIY 3a nMpaue3faTHICTHo.

IOna HanawTyBaHHSA CepBepy MOHITOPUMHIY 3a Npaue3daTHICTIO AAMIHICTpaTopy JIOKalbHUX
KOMMOHEHTIB (CMCTEMHOMY  afMiHiCTpaTopy) HeobXiAHO BWKOHATKM HACTyMnHi A4ii B Moro
BebiHTepdenci:

1. 3anoBHUTK JaHi, wo byayTb 3anMTaHi B Npoueci HanalwTyBaHHA Yy BiAMOBIAHOCTI 40 NMonepeaHix
MYHKTIB iHCTanawuii:

- Ha Kpoui «Configure DB connection HeobxigHO BKa3aTwu maposb, wo 6y cTtBOpeHun y n. 10

po3ainy 11.2.1 naHoil iIHCTPYKLUi;

- Ha BCiX iIHWNX KPpOKax HAaTUCHYTWN Ha KHonKy «Next/Finish».
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MpumiTKa. 3a 3aMOBYYBaHHSAM NOriH And Bxoay - «Admin» ([ZABBIX-ADMIN-USER]), napoib
- «zabbix» ([ZABBIX-ADMIN-PASSWORD]).

2. 3anyCTUTW areHT MOHITOPUHIY Ta A0AaTW NOro A0 aBTO3amnycKy 3a AOMOMOroK MOCAiA0BHOMO
BUKOHAHHS HAaCTYMHMUX KOMaHA:

sudo systemctl start zabbix-agent

sudo systemctl enable zabbix-agent
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KoHdirypauia nigkniovyeHHs LLUBO 0o cepBepy MOHITOPUHIY 3a Mpaue3faTHICTIO HalallTOBYEThLCS
Ha LUBO y canni /etc/uxp/monitor-agent.ini.

Ons HanawTyBaHHA nigknoyYeHHsA LLUBO no cepsepa MOHITOPUHIY 3a Npaue3faTHICTIo
ALOMIHICTPaTOPOBI JIOKaJIbHUX KOMMOHEHTIB (CUCTEMHOMY aAMiHICTpaTopy) HEOOXiAHO BUKOHATK
HacTynHi aii Ha WBO:

1. BigkpuTun Ha pegaryBaHHA ¢ana monitor-agent.ini 3a LONOMOro BUKOHAHHA HACTYMHOI
KOMaHAu:

sudo nano /etc/uxp/monitor-agent.ini

2. PO3KOMeEHTYBaTV HAaCTyMHi pAAKW (BMOANAUBLUN CUMBOJ «#» Ha NOYaTKy PAAKY):

[zabbix-1]

address = <YOUR-ZABBIX-SERVER-IP>
port = 10051

enable configurator = true
username = <ZABBIX-ADMIN-USER>
password = <ZABBIX-ADMIN-PASSWORD>

host _group = uxp-pma

ne <YOUR-ZABBIX-SERVER-IP> - agpeca BignoBigHOro cepeepy, Ha sKoMy BCTaHOBJIEHO
nporpamHe 3abe3nevyeHHs 419 MOHITOPUHIY 3a NMpaue3faTHICTHo,

<ZABBIX-ADMIN-USER> - 5ioriH 0na BXo4y Ha cepBep MOHITOPUHIY 3a npaue3faTHICTIo,

<ZABBIX-ADMIN-PASSWORD> - napoJsib 419 BXo4y Ha CcepBep MOHITOPUHIY 3a
npauesnaTHICTIo;



MpumiTKa. 3a 3aMOBYYBaHHAM NOriH Ang Bxody - «Admin» (<ZABBIX-ADMIN-USER>),
naponb - «zabbix» (<ZABBIX-ADMIN-PASSWORD>).

3. 3aKpuUTn pefakTop, HaTUCHYBLUM KoMBiHauito kKnagiw «Ctrl+X», 6yae Bigobpa>keHo
MOBIAOMJIEHHS MPO NiATBEPOXXEHHS Ha 36epe)XeHHs 3MiH - He0bXiAHO HATUCHYTU «Y», a NOTIM
«Enter» nns 36epexeHHs.

4. 3acToCyBaTM HOBY KOHirypauito Zabbix 3a LonoMorow BUKOHaHHSA HAaCTYMHOI KOMaHAW:

sudo reload-monitor-agent

5. Migkntountuca go BebiHTepdency Zabbix http://<YOUR-ZABBIX-SERVER-IP>/zabbix/,

ne <YOUR-ZABBIX-SERVER-IP> - agpeca BignoBigHOro cepesepy, Ha SSKOMy BCTaHOBJIeHO 13
019 MOHITOPUHIY 3a npaues3faTHICTIo.

6. MepeBipnTK, WO B KOHQIrypauii 3'9BUAmMca XoCTun w3y 6esne4yHoro obmiHy.
IOnsa uboro HeobxigHO BUKOHATW HACTYMHI Aii:

1. NepenTn Ha BKNanky «Latest data».

2. ObpaTn «uxp-pma» y noni «Host groups».

3. HaTUCHYTM Ha KHOMKY «Apply».

CnoyaTKy 3'ABNSATbCA HaWMEeHYBaHHA CTaTUCTUYHMX MONIB, Yepe3 AeAKUA YaC BOHW 3aMNOBHATLCSA
OaHnMK 3i w3y 6esneyHoro obminy.

MpumMiTka. [leTani BAKOPUCTaHHSA iIHCTPpYyMeHTY Zabbix HaBeneHo Ha ogiuinHomy BebcanTi
Zabbix.
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