10.2 27070727270°077°27°277
P70 072 07070707
P70P00707070707 007070707

MapameTpu nMigKAYEHHA OO0 CepBepy aHanizy >XypHaniB MnoAi HanallTOBYKTbCA Ha LUIO3i
6e3ne4yHoro obmiHy. [1ng HanawTyBaHHA HEOOXiAHO:

1. YBiNTM 00 KOMaHAHOT KoHconi LLUBO.

2. BiokpuTn Ha penarysaHHs dann /etc/rsyslog.d/40-uxp.conf 3a 4ONOMOro HaCTYMHOI KOMaHOW:

sudo nano /etc/rsyslog.d/40-uxp.conf

3. BkasaTu IP-appecy cepBepa aHanisy XypHaiB noAin y BigNOBIAHIN CTPOYLIi AaHOro ganny:

local@.info /var/log/uxp/audit.log;RSYSLOG FileFormat
local@.info <@IP GRAYLOG Server>:1514
# discard further processing of local@.* to avoid doubling

& ~

ne <@IP_GRAYLOG_Server> - ue |IP-agpeca cepBepa aHani3y XypHaniB nofin, ska rnpusHavyeHa
MOMYy CTaTU4HO,

1514 - ue nopT, 9KUA BUKOPUCTOBYETLCA ASA MPUAOMY XKYpPHasiB, BKa3y€eTbCA Yepe3 ABOKpanKy
nicnsa IP-agpecu.

4, 3aMiHUTK dann 45-uxpservices.conf Ha HoOBMM (MOPOXKHIK) 3a AOMOMOroK MOC/iLOBHOMO
BUKOHAHHS HaCTYMHUX KOMaHA:

sudo rm /etc/rsyslog.d/45-uxpservices.conf

sudo nano /etc/rsyslog.d/45-uxpservices.conf

5. JoaaTn HaCTynNHi pagku 40 HOBOCTBOPEHOro dpanny:

if ($programname == 'uxp-jetty' or $syslogtag == 'uxp-jetty' ) then {
action(type="omfile" file="/var/log/uxp/jetty/jetty.log" flushOnTXEnd="off")
action(type="omfwd" Target="<IP SRAYLOG Server>" Port="1514" Protocol="udp")



if

if

if

if

if

if

stop

( $programname == 'uxp-signerconsole' or $syslogtag == 'uxp-signerconsole' ) then {
/var/log/uxp/signer-console.log;RSYSLOG FileFormat
action(type="omfwd" Target="<IP_ GRAYLOG Server>" Port="1514" Protocol="udp")

& stop

( $programname == 'uxp-signer' or $syslogtag == 'uxp-signer' ) then {
action(type="omfwd" Target="<IP GRAYLOG Server>" Port="1514" Protocol="udp")
/var/log/uxp/signer.log;RSYSLOG FileFormat

& stop

( $programname == 'uxp-confclient' or $syslogtag == 'uxp-confclient' ) then {
action(type="omfwd" Target="<IP_ GRAYLOG Server>" Port="1514" Protocol="udp")
/var/log/uxp/configuration client.log;RSYSLOG FileFormat

& stop

( $programname == 'uxp-proxy' or $syslogtag == 'uxp-proxy' ) then {
action(type="omfwd" Target="<IP_ GRAYLOG Server>" Port="1514" Protocol="udp")
/var/log/uxp/proxy.log;RSYSLOG FileFormat

& stop

( $programname == 'uxp-proxymonitor' or $syslogtag == 'uxp-proxymonitor' ) then {
action(type="omfwd" Target="<IP_ GRAYLOG Server>" Port="1514" Protocol="udp")
/var/log/uxp/proxymonitoragent.log;RSYSLOG FileFormat

& stop

( $programname == 'uxp-audit' or $syslogtag == 'uxp-audit' ) then {
action(type="omfwd" Target="<IP_ GRAYLOG Server>" Port="1514")
/var/log/uxp/audit.log;RSYSLOG FileFormat

& stop



if ( $programname == 'ua-integrity' or $syslogtag == 'ua-integrity' ) then {
action(type="omfwd" Target="<IP_GRAYLOG Server>" Port="1514" Protocol="udp")
/var/log/uaic/KZZ integrity.log;RSYSLOG FileFormat

& stop

he <IP_GRAYLOG Server> - niokafibHa IP-afpecy cepsepy aHasisy »XypHasis rnoain:

MpumiTka:

LWBnoko 3aMiHnTK <IP_GRAYLOG Server> Ha nokasbHy IP-agpecy cepBepy aHanisy xypHanis
rnoAin MOXXHa BMKOHaBLUW HACTYNHI gii:

- BiokpuTun Ha pegaryBaHHA hann 45-uxpservices.conf 3a LONOMOro HaCTYMHOI KOMaHAW.

sudo nano /etc/rsyslog.d/45-uxpservices.conf

- HaTncHyTn kombiHauito knaiw «Ctrl+\» - ue 3abe3neynTb NOLIYK Ta NoAablly 3aMiHy TEKCTY.

- CkonitoBaTn (abo BBECTU) HAaCTYMHUIN TEKCT Yy NOJe MOLWYKY pefakTopa nano:

< IP_GRAYLOG Server >

GNU nano 2.5.3 File: /etc/rsyslog.d/45-uxpservices.conf Modified

RAYLOG_SERVER>



- HaTncHyTn knagiwy "Enter" Ta BBeCTU NIoKanbHy IP-agpecy cepeepa aHanisy XXypHasiB noain y

rnone «Replace with:»:

- O X

@ secadmin@ubuntu: ~

GNU nano 2.5.3 File: /etc/rsyslog.d/45-uxpservices.conf Modified A

eplace with: 152.168.1.112
S v

el

- HatncHyTn knasiwy "Enter" Ta knasiwy "A" (naTUHCbKa po3KJagKa) - ue 003BOJINTb 3aMiHUTU BCi

3HaWAEeHi psaaku.



.@ secadmin@ubuntu: ~

File: /etc/r

T

& secadmin@ubuntu: ~

GNU nano /etc/rsyslog.d/45-uxpservices.conf

action (type="omfwd

ST

6. 3aKpUTUN pedakTop, HaTUCHYBLWN KoMbBiHauito Knasiw «Ctrl+X», 6yae noka3aHo NoBiAOMAEHHS
npo nigTeepO)xeHHs Ha 36epe)xeHHs 3MiH - HeobXigHO HAaTUCHYTU «Y», a NoTiM «Enter» gns



https://docs.trembita.gov.ua/uploads/images/gallery/2024-05/Yrx1jNYnxnlgkLPz-download.png

36epexxeHHs.

7. Mepe3aBaHTaxnTn cayxby rsyslog Ha wnwo3i 6e3ne4yHoro o6MiHy LWASAXOM BUKOHAHHS HAaCTYMHOI
KOMaHau:

sudo service rsyslog restart

8. MNepeBipnTN cTaH Rsyslog WASXOM BUKOHAHHSA HAaCTYMHOI KOMaHAW:

sudo rsyslogd -N 1

CepBep aHanisy XXypHasiB MoLin LeHTpanizoBaHO NPOTOKOJIE NOAIT, AKi PEECTPYIOTHCA Ha L3I
6e3ne4yHoro obMiHy Ta NepepnatoTbCA 3a NpoTokosoM SYSLOG. [na nepernspgy noris HeobxigHo
nepenTn 3a nocunaHHAM http://<IP_GRAYLOG_ Server>:9000/search.
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