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OnepaTop (abo Cy6'ekT enekKTPOHHOI B3aEMOLil, AKLLO BiH CAaMOCTINHO BCTAHOBJIIOE Ta aAMIHICTPYE
JIOKaJsibHi  KOMMOHEHTW) Ma€e MOXJIMBICTb BCTAaHOBUTWU Ta HajlawWwTyBaTuW cepBep aHanisy
TPaH3aKLin, SkMn Mmoxxe 36upaTn Ta BinobparkaTu BiAOMOCTI WOAO0 KiIbKOCTI 34iNCHEHMX 3aMNUTIB,
wo nponwnm Yyepes LWBO.

Takoxx OnepaTop (abo Cy6'eKT eneKTpPOHHOI B3aeMofil, AKLLO0 BiH CaAaMOCTINHO BCTAHOBJIIOE Ta
AOMIHICTPYE JIOKaJibHi KOMMOHEHTW) Ma€ MOXXJIMBICTb BCTAHOBUTW Ta HanalwTyBaTW cepsep
MOHITOPUHIY 3a npauesnaTHicTio BRacHoro LLUBO, akmnnm moxe 36upaTn Ta BinobparkaTtu BiLOMOCTI
040 BUKOPUCTaHHSA anapaTHUX pecypcis LLUBO B npoueci pyHKLiOHYBaHHS.

MiHiManbHi anapaTHi XapaKTepUCTUKN BipTyalbHUX MawunH (abo ¢izndyHnx cepsepiB), HeoOXiHI

Ans poboTN KOMMNOHEHTIB JIOKaJIbHOr0 MOHITOPUHIY, HaBeAeHo y Tabauui 5.1.

3 MeTol EKOHOMIi anapaTHUX pecypcCiB MOXKHa BCTaHOB/OBATU MporpaMHe 3abesnevyeHHs
cepBepa aHanily TpaH3aKLUin Ta cepBepa MOHITOPUHIY 3a Mpaue3naTHICTIO Ha OA4HIN BipTyasbHin
MawwHi. Mpn ubomy, HeobXiAHO BpaxoByBaTW, WO 0O’'€eAHaHe mMporpamHe 3abe3nedyeHHs MoXKe
BUKOpUCTOBYBaTW BifibLLE onepaTUBHOI Nam’'ATi.

CepBep aHanizy >XypHasiB MoAin Ta MOHITOPUHIY 3a Mpaue3faTHICTI0O (PYHKLIOHYOTb Ha 6a3si
onepauinHoi cnctemun Ubuntu Server 18.04.4 x64, npouec iHCTansAuii Kol HaBefeHo B IHCTPYKUIT 3

iHCTansauil onepauinHol cnctemu Ubuntu Server 18.04.4 x64.

TakoXX Ha fAaHi BipTyasibHi MallVMHW pPEKOMEHAOBAHO BCTAaHOBUTW aHTUBIPYCHE mMporpamMmHe
3abe3neyeHHs (Hanpuknag, Falcon).


https://docs.trembita.gov.ua/link/180#bkmrk-%D0%A2%D0%B0%D0%B1%D0%BB%D0%B8%D1%86%D1%8F-5.1---%D0%A1%D0%BA%D0%BB%D0%B0%D0%B4%2C
https://docs.trembita.gov.ua/books/instrukciia-z-instaliaciyi-operaciinoyi-sistemi-ubuntu-desktop-18044-x64
https://docs.trembita.gov.ua/books/instrukciia-z-instaliaciyi-operaciinoyi-sistemi-ubuntu-desktop-18044-x64
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CepBep aHanisy TpaH3aKLUin CKNaga€eTbCs 3 HACTYMNMHUX NPOrpaMHUX KOMMOHEHTIB:
- Elasticsearch, wo 36upae Ta HakKOMMYyeE BiAOMOCTI MPO 34INCHEHI TPaH3aKLUil;

- Kibana, wo BMKOHY€E (hyHKLIT iHTepdency Kopnctysaya Ta Bigobparka€ HakOMMYEHi BiAOMOCTI 3a
KPUTEPISIMX MOLYKY KOPUCTYyBaya.

CxeMa Mepe)xeBOoi B3aEMOJii cepBepa aHanily TPaH3aKLUi HaBeAeHa Ha PUCYHKY 11.1.

Elasticsearch

) TCP 9200 (HTTP)
CepBep aHanisy < LLinto3 6e3neyHoro

TpaH3aKLin _ _ 0bMiHy
LI/60 nepiognyHo BAripas/isae

BiZJOMOCTT 1P0 34/MCHEHI TPaH3aKLfi
Kibana [0 CepBEPa aHasi3y TpaH3aKuiv

TCP 5601 (HTTP)

bpayzep

_ _ . BiAnoBiaaibHWi 3a aHa3 TPaH3aKLM M3E MOX/THUBICTD
B'ﬂanlﬂaﬂbH”” Ed nepersig4arv y BebiHTepgericl BiJOMOCTI 11po TPaH3aKLii
aHani3 TpaH3akLin

PucyHok 11.1 - CxeMa Mepe)xeBoi B3aEMOLil cepBepa aHanizy TpaH3aKLin

3 MeToto opraHisauii MepexxeBoi B3aemogii Onepatop (abo Cy6'eKT eneKTpoOHHOI B3aEMOLii, AKLLO
BiH CaMOCTINHO BCTAHOBJIIOE Ta aAMiHICTPYE /IOKaIbHi KOMMNOHEHTU) Ma€ 3abe3neynTr MOXKIUBICTb
MepexxeBoro 3’egHaHHA LLIBO 3 cepBepoM aHanily TpaH3akuin Ha nopT TCP 9200 (y ToMy 4vuchi,
HaflawTyBaTK BOYOOBaHMI MiXKMepe)XeBUIA eKpaH Ha Wto3i 6esnevyHoro obmiHy, akwo BiH 6yB
YBIMKHEHUN).

Tako)x AQMIHICTpaTOp JIOKaJIbHUX KOMMOHEHTIB (CMCTEMHUI aAMIHICTpPaTOpP) NOBUHEH MaTWH
MOXXJIMBICTb NiAKAIOYATUCA 4O CepBepy aHanily TpaH3akuin Ha nopT TCP 5601, Ha gakoMy
po3MmilieHa cny>xba BebiHTepdency aHanilzy TpaH3akLin.


https://docs.trembita.gov.ua/uploads/images/gallery/2024-05/az21Zm9mMSR2QcgZ-viber-image-2024-05-24-02-58-59-303.png

Mig 4ac BCTaHOBNEHHS, CEPBEP aHaNi3y TpaH3aKLi MOBMHEH MaTW MiAK/OYEHHS 0O MepeXi
IHTepHET 3 MeTO BCTAHOBJIEHHSA MPOrpPaMHMNX NakKeTiB 3 MPOrpaMHOro Peno3nTopito CUCTEMMU
«TpembiTa».

BcTaHOB/IEHHS Ta BCi BiAMNOBIAHI HaNawWTyBaHHA BUKOHYIOTbCA AAMIHICTPaTOPOM JIOKaIbHUX
KOMMOHEHTIB. KiHLEBUM KOPUCTYBaYeM, O NpaLioBaTUMe 3 CEPBEPOM aHasli3y TpaH3aKLUin Yyepes
BebiHTepdenc € KopucTyBay 3 poJulto "BignoBiganbHWUN 3a aHani3 TpaH3akKLUin".

IHCTansAuinHi nakeTn Elasticsearch i Kibana BXxoaaTb B KOMMJIEKT KOMIMOHEHTY
uxp-monitor-analytics.

LLlo6 BcTaHOBUTKU uxp-monitor-analytics noTpibHO BMKOHATM HACTYNHI Ail Ha cepBepi aHanisy
TpaH3aKLin:

1. 3aKpuUTK OOCTYN OO0 CTOPOHHIX Peno3nTopiiB 3a 4OMNOMOIroK BUKOHAHHSA HAaCTYMHOT KOMaHOW:

sudo sed -i 's/"[A-Za-z0-9]1/#&/' /etc/apt/sources.list

2. lopaTtu y onepauinHy CUCTEMY PENO3UTOPIN 3 MakeTaMu cucteMmn «TpembiTa» 3a 4ONOMOrok
BMKOHAHHA HACTYMHOI KOMaHAW:

echo 'deb https://project-repo.trembita.gov.ua:8081/repository/trembita-member _archive/

certified main' | sudo tee -a /etc/apt/sources.list

MepeBipUTH pe3ynbTaT BUKOHAHHA KOMaHZ MOXHa 3a 4OMOMOrol TEKCTOBOro peflakTopa hnano,
BiAKPMBLUKN (halifl Ha pedaryBaHHs, 3a LONOMOIrol0 BUKOHAHHSA HACTYMHOI KOMaHAN:

sudo nano /etc/apt/sources.list

3. JonaTtu GPG K04 peno3nTopito 3a J0NOMOrol BUKOHAHHS HAaCTYMHOI KOMaHAW:

sudo wget -0 - https://project-repo.trembita.gov.ua:8081//public-keys/public.key.txt | sudo
apt-key add -

AKLLO KOMaHOy BMKOHAHO yCrilHo, byae BMBeAeHO NoBigoMaeHHA «OK».

4. lMpoBecTn CUCTEMHE OYULLEHHA Ta OHOBUTWU CMUCKU OOCTYMHUX MakeTiB 3a 4OMNOMOIO0
MoC/1iJOBHOMO BUKOHAHHA HaCTYNMHUX KOMaHA:

sudo apt autoremove && sudo apt clean && sudo apt autoclean

sudo apt update



5. BcTaHOBMTKU MakeT uxp-monitor-analytics Ha cepBepi aHani3y TpaH3aKLin 3a 4ONOMOrot
BMKOHaHHSA HACTYMHOI KOMaHaW:

sudo apt install -y uxp-monitor-analytics

6. HonaTw Elasticsearch i Kibana oo aBTo3anycky micns BCTaHOBJIEHHS 3a OOMOMOIO0
MOCNiIJOBHOI0 BUKOHAHHSA HAaCTYMHUX KOMaHA:

sudo systemctl enable kibana

sudo systemctl enable elasticsearch

7. Bnepwe cny>xbu noTpibHO 3anyCcTUTK BPYyYHY 3@ AOMNOMOrol NOoCaif0BHOMO BUKOHAHHS
HACTYNMHUX KOMaHA:

sudo service kibana start

sudo service elasticsearch start

11.2.2. ?2???°?7?7?7?7?7?7?7 Elasticsearch ? Kibana

Mepen noyaTkoM poboTm cny>bu Elasticsearch i Kibana noBuHHI 6yTn HanawToBaHi
ALMIHICTPaTOPOM NOKaJIbHUX KOMIMOHEHTIB HAaCTYMHUM YUHOM:

1. BionkpuTun Ha penaryBaHHA dann /etc/elasticsearch/elasticsearch.yml Ha cepBepi aHanizy
TpaH3aKLin 3i BCTAHOBMEHUM NMporpamMHmMM 3abesneyeHHAM NakeTy uxp-monitor-analytics 3a
OOMOMOro BUKOHaHHA HAaCTYMHOI KOMaHAOW:

sudo nano /etc/elasticsearch/elasticsearch.yml

2. MepeBipnTn HasBHICTb HACTYMHUX PAOKIB B AaHOMY danni:

cluster.name: uxp

node.name: ${HOSTNAME}

network.host: 0.0.0.0
cluster.initial master nodes: ["${HOSTNAME}"]
search.max_buckets: 20000

3. 3aKpuUTun pefakTop, HaTUCHYBLUM KoMbiHauito knasiw «Ctrl+X», nani 6yne BigobpaxkeHo
NOBiAOMJIEHHSA NPO NiATBEPOXEHHSA Ha 36epeXxeHHs 3MiH - HeobXiAHO HAaTUCHY TN «Y», a NOTIM
«Enter» gnsa 36epexxeHHs.

4. BipkpuTwn Ha pegarysaHHA pann /etc/kibana/kibana.yml 3a 1onoMoroto BUKOHaHHA HACTYMHOI
KOMaHAW:

sudo nano /etc/kibana/kibana.yml



5. 3aMiHNTK HaACTYMHUIN PALOK:

#server.host: «localhost»

Ha:

server.host: 0.0.0.0

6. 3aKpUTM pefakTop, HaTUCHYBLWK KoMBiHauito Knagiw «Ctrl+X», gani 6yae BigobparkeHo
MOBIAOMJIEHHS MPO NiATBEPOXXEHHS Ha 36epe)XeHHs 3MiH - He0bXiAHO HAaTUCHYTU «Y», a NOTIM
«Enter» gna 36epexeHHs.

7. Nepe3aBaHTaxxnTun cnyxbu elasticsearch Ta kibana wnaxom NocnifoBHOro BUKOHAHHSA
HaCTYMHUX KOMaHA:

sudo service elasticsearch restart

sudo service kibana restart

[Ona nepeBipku npaue3faTHOCTI KOMMOHEHTY AOMIHICTPaTopy JIOKaJlbHUX KOMMOHEHTIB HEObXiaHO
nepenTn 0o BebiHTepgency cepBepy aHanily TpaH3akLi 3a nocunaHHaM: http://<YOUR-EK-
SERVER-IP>:5601/,

ne <YOUR-EK-SERVER-IP> - agpeca BiaAnoBigHOro cepsepa, Ha SKOMy BCTaHoOBJ/IeHO 13 cepBepy
aHani3y TpaH3akuin.

KoHdirypauisa nigknioyeHHs w3y 6esnevyHoro obMiHy [0 cepBepy aHanidy TpaH3aKuin
HanawToBY€eTbCA Ha LUBO y cdanni /etc/uxp/monitor-agent.ini.

[Ona HanawTyBaHHA NiAKAOYEHHS AQMIHICTPaTOPYy JNIOKaIbHUX KOMIMOHEHTIB (CMCTEMHOMY
aAMiHicTpaTOpoOBi) HeEOOXiAHO BUKOHATK HACTyMHi Aii Ha LWEBO:

1. BiokpuTun Ha peparyBaHHA ainn /etc/uxp/monitor-agent.ini 3a [ONOMOrow BUKOHaHHS
HaCTyMnHOI KOMaHAW:

sudo nano /etc/uxp/monitor-agent.ini

2. PO3KOMEHTYBaTW HAaCTYMHi pAAKN (BUAANNBLUM CUMBOJT «#>» Ha NOYaTKy pPAOKY) i BCTAaHOBUTM
HaCTyMNHi NapamMeTpu:

[elasticsearch]
address = <YOUR-EK-SERVER-IP>
port = 9200



cluster name = uxp

index = uxp

e <YOUR-EK-SERVER-IP> - agpeca BignoBigHOro cepeepa, Ha SKOMy BCTAaHOBJIEHO NpOrpaMHe
3abe3neyeHHs cepBepy aHanidy TpaH3aKLUin.

3. 3aKpUTn penakTop, HaTUCHYBLUKW Habip knagiw «Ctrl+X», micnsa yoro 6yae BigobparkeHo
NOBiAOMJIEHHA-NIATBEPOXKEHHSA 36epeXXeHHs 3MiH - He0bXiAHO HAaTUCHYTK «Y», a NOoTiM «Enter»
nnsa 3bepexeHHs BigoMoCTeN.

Insa 3acTocyBaHHA HOBOI KOHirypauii Elasticsearch Ha LLUBO noTpibHO BMKOHATU HACTYMHY
KOMaHAay:

sudo reload-monitor-agent

HanawTyBaHHA WabnoHy iHOeKCYy Ha CepBepi aHani3y TpaH3aKLin 34iNCHI0ETLCA BianosiganbHUM
32 aHanNi3 TpaH3aKLuin.

MpumiTka. IHaekc B Elasticsearch 3'aBuTbca He ogpa3y, a TiIbKK NicaA no4YaTKy 06MiHy
nosigoMseHHsaMM Mix LLUBO YyacHuka Ta iHwumun LUBO. Mpo ue HeobxigHO nam’aTaT Nig Yac
HajlalWTyBaHb.

Ons HanawTyBaHHA WabnoHy BignoeinanbHOMY 3a aHani3 TpaH3aKUin HEOBXiAHO BUKOHATW
HacCTynHi Ail B BebiHTepdenci cepsepy aHanisy TpaH3akUin, BIOKPUBLLN MO0 3a NOCUSIAHHAM:
http://<YOUR-EK-SERVER-IP>:5601/:

1. Nepentun B po3ain «Management -> Index Patterns»;

2. B noni «Index pattern» BeecTu: uxp¥*;

B noni «Time Filter field» name mae€ 3’9BUTUCA 3Ha4YeHHA: monitoring_data_ts;
3. HatucHy T Ha KHOMKy «Create».

MpumMiTKa. AKWO Nicnsa BBeAeHHA «uxp*» 3'aBNs€eTbCA nosigomneHHs «Unable to fetch mapping. Do
you have indices matching the pattern» - ue o3Haua€, WO A0 cepBepa aHani3y TpaH3aKLUIin Big
LLBO we He Hagxo[uso BifOMOCTEN NMPo BUKNKK cepBiciB. MNoTpibHO 34inCHNTN 0B6MiH
iHbopmMauieto Yyepes LLBO, nicng 4oro BiH Ma€e HaAicnaTM CTaTUCTUKY 3AINCHEHUX TPaAH3aKLIN.

IHOMKATOPOM YCMILLHOr0 CTBOPEHHS iHOEKCY MOXKe By Tr NOBIAOMAEHHS, WO MICTUTb None
«Creating index (uxp) for Elasticsearch» y danni xypHany /var/log/uxp/proxymonitoragent.log Ha



LLUBO.

Micna yboro HeobxiAHO MOBTOPUTK NpoLeAypPY CTBOPEHHS iIHOEKCY Ha cepBepi aHani3y
TpaH3akuin. CTaTuctuka BignpasnseToca 3 LLIBO He onpa3y, a Yepes NeBHi iHTepBaau 4acy.

MoAVBUTUCH OCTaHHI OTPUMaHI BiAOMOCTI y NpoCcTOMYy hopMaTi MOXXHa Ha Bknaaui «Discover»
iHCTpymeHTy Kibana.

MakeT uxp-monitor-analytics MicTUTb Oesfki nNpuknagwu Bilyanisauil TpaH3akuin. Ui npuknagwn
3HaxXoAATbCA B AupekTopii /usr/share/doc/uxp-monitor-analytics/examples/kibana-7.x/operational-
data, a came:

- request-total-by-security-server.json - Bi3yani3ye 3arasibHy KifibKiCTb 3anunTiB, 34incHeHnx LWBO;

- request-total-by-security-server-by-service.json - Bi3yani3ye 3arajbHy KiNbKiCTb
3annTiB, 34iNCHeHNX Yepes nesHun LLBO i neBHUN cepsBic;

- succeeded-requests-by-service.json - Bi3yani3ye KinbKiCTb BAaAnx 3annTiB A0 Cepsicy.

IOna HanawTyBaHHS Bi3yahni3auii HeobxiogHO BMKOHATWM HaAcCTymnHi Aiil B BebiHTepdgenci cepeepy
aHanisy TpaH3akuin:

1. CkonitoBaTy 3a3Ha4vYeHi BuLLe alnn i3 cepBepa aHaNizy TpaH3aKUin B 3py4YHY OUPEKTOPI0 Ha
poboyin cTaHuil BignosiganbHoi ocobu 3a aHani3 TpaH3akuin, sukopuctosyo4n WIinSCP abo iHwy
nporpamy .

2. 3anTu B po3ain «Management -> Saved Objects» BebiHTepgdency Kibana:



E Elastic Kibana ®  +

= C A Hezawwweno | 192.168.1.152:5601 /app/kibana
E . Management
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License Management
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Remote Clusters
8 8.0 Upgrade Assistant
E Kibana
Index Patterns
Alerts and Actions
Soacas
I Saved Objects
Reporting

Advanced Settings
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3. HaTncHyTu Ha KHOoNKy «Import», wo6 imnopTyBaTn hannm B Kibana.

4. ObpaTtn 36epexeHnin Ha ANCKY MOTPIGHUA dann. Y aianoroBomMy BiKHi HAaTUCHYTU Ha KHOMKY
«Yes, overwrite all», a B HacTynHoMy BikHi - «Confirm all changes». IMnopToBaHuin alis NOBUHEH
3'aBuTUCA Ha BKAaAaLui «Visualizations».

Ons nepeBipku Biyani3aLii Ha cepBepi aHani3y TpaH3aKLin HeobXxiaHO 3pobUTM HACTYNHI Aii:

1. BiokpuTn BebiHTepdenc cepBepy aHanily TpaH3aKuin 3a nocunaHHAM: http://<YOUR-EK-
SERVER-IP>:5601/.

2. MepenTtn B po3pin «Visualize», ne 6yne BigobpakeHO iMNoOpTOBaHIi NMpuknagw Bilyanizauii
CTaTUCTUKMN.

3. Ona Toro, wob Bigobpa3ntu CTaTUCTUKY 3a cepBicaMu, HeobXiQHO HATUCHYTU Ha KHOMKY
«Requests Good by Service».

AKWO HOaHi  CcTaTUCTUKM He BigobpaxkatoTbCsd, HeobxigHO HanawTyBaTW iHTepBasna A4as
Bigobpa)keHHs. Ona uboro HeobxigHO BMKOHATWM HACTYMHi Aii B BebiHTepdenci cepsepy aHanily


https://docs.trembita.gov.ua/uploads/images/gallery/2024-05/OZBSXUjaTfa1LFQM-viber-image-2024-05-01-17-17-50-971.png

TpaH3aKLin:
- BKa3aTtu noTpibHmn Time Range, HATUCHYBLUW Ha KHOMKY B MPaBOMYy BEPXHbOMY KYTKY CTOPiIHKW;

obpaTu onuito «Today». MoBMHHa BinobpasnTnca CTaTUCTUKA 3a 3anuTaMu.
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OCHOBHOIO Y4aCTWHOIO CepBepa MOHITOPWHIY 3a Mpaues3fdaTHICTIO € nporpamMmHe 3abesneveHHs
Zabbix, gke Mo)Xe HakKomnuyyBaTu Ta Bi3yasnisyBaTu iH(OPMaLil0 NPO BUKOPUCTAHHA arnapaTHUX
pecypciB cepBepiB, y TOMY 4WUCANi, CepefHE HaBaHTa>XeHHHA Ha npouecop, 06’'eM BUKOPUCTAHOI
onepaTmMBHOI NaM’aTi, 06'€M BiIbHOro ANCKOBOIrO MPOCTOPY TOLLLO.

CxeMa MepexeBOl B3a€EMOfii cepBepa MOHITOPUHIY 3a npaue3faTHICTI0O HaBedeHa Ha PUCYHKY
11.2.

Zabbix

CepBep MoHiTOpMHrY = TCP 10051, 80 LLinto3 6esneyHoro
3a Npaue3aaTtHicTio < 0OMiHy
L/BO riepiogmnyHo BIArpasise

B[JOMOCTI po rnpaye3qaTHiCTh

Zabbix
TCP 80 (HTTP)
bpaysep
AnMinicTpaTop AﬂM{H{crpa TOP JIOKA/TbHUX Ko_MHOHeHﬁB (cucremHmi
NOKaNbHUX agmMiHIcTpa TC?’p)_ Mae MOX/BICTb MTEPEIITAATH Y
KOMMOHEHTIB BebiHTEpgberici BJOMOCTI fpo rpaLe34aTHICTb

PucyHok 11.2 - CxeMa Mepe)xeBol B3aEMOLIT cepBepa MOHITOPUHIY 3a npaue3faTHICTIo

3 MeTolo opraHizauii Mmepe)xeBoi B3aemogii OnepaTtop (abo Cy6’eKT eneKTPOHHOI B3aEMOAIi, SKLLO
BiH CaMOCTINHO aAMiHICTPY€E BJIACHI IOKasIbHi KOMMOHEHTU cuctemmn «TpembiTa») Mae 3abe3zneynTtu
MOXXJINBICTb MepexeBoro 3’egHaHHsA i3 LWWUBO 00 cepBepa MOHITOPUHIY 3a npaue3faTHICTIo Ha
rnoptn TCP 10051 ta TCP 80.

BcTaHOB/IEHHSI CepBEPY MOHITOPUHIY 3a MNpaue3fdaTHICTIO MPOMOHYETLCA MNpu poboTi cKkpunTa

aBToMaTKM3auil BCTaHOBJAEHHS (AMB. po34in 6.4, nNyHKT 5 paHol IiHCTpyKUii). AKwo cepsep
MOHITOPMHIY 3a npaue3gaTHiCTio Oyno BCTaHoOBAeHO npu poboTi cKkpunTa aBToMaTM3auii



https://docs.trembita.gov.ua/uploads/images/gallery/2024-05/6p3WGvkoIamymfUv-viber-image-2024-05-24-02-59-36-122.png
https://docs.trembita.gov.ua/link/208#bkmrk-5.-%D0%94%D0%BB%D1%8F-%D0%B2%D1%81%D1%82%D0%B0%D0%BD%D0%BE%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D1%8F-

BCTAHOBJIEHHS, NOro HeobXiAHO HanawTyBaTW 3rigHo po3ainis 11.2.2 Ta 11.2.3 gaHol iHCTPYKLUiIl.

AKLIO cepBep MOHITOPUHIY 3a npaue3naTHIiCTIO He Oyno BCTaHoBAeHO npu poboTi ckpunTa
aBTOMaTu3aLil BCTAHOBJIEHHSA, NOro HeobxigHO BCTAaHOBUTWM 3rigHo po3ainy 11.2.1 i HanawTyBaTun

3rigHo po3ginie 11.2.2 Tta 11.2.3 paHol iHCTpyKuil. lNMepen BCTaHOB/IEHHAM BipTyaJlbHa MalluHa

(abo hizn4HMIN cepBep) NOBUHHI ByTn MomepeaHbO HanalwTOBaHI 3rigHo po3ainie 5.1 Ta 5.2 gaHoi
IHCTPYKLI.

BcTaHOB/IEHHST Ta BCi BiAMOBIAHI HasAWTYBAaHHA BUKOHYIOTbCSA AAMIHICTPATOPOM JIOKaNbHUX
KOMIMOHEHTIB.

ALMIHICTpaTOp JIOKaJIbHUX KOMMOHEHTIB (CUCTEMHUI afMiHICTpPATOpP) MOBMHEH MaTU MOXXJIMBICTb
nigkntodatnca o CepBepa MOHITOPMHIY 3a npauesgaTHicTio Ha nopT TCP 80, Ha sakomy
po3MilleHa cnyxba BebiHTepdency cepsepa.

Mig 4ac iHCTanauili AQMiHICTpaTOp JIOKaJIbHUX KOMMOHEHTIB (CUCTEMHUN aAMiHiCTpaTop) Mae€

3abe3neynTn CepBep MOHITOPUHrY 3a Npaue3faTHICTIO BUXOAOM A0 MepexXi |[HTepHeT 3 MeTotlo
BCTAHOBJIEHHS MPOrpaMHMX MNaKeTIiB 3 MPOrpaMHOro peno3nTopito cuctemun «TpembiTas».

[Ons BCTaHOBJIEHHS HEObXiAHUX MaKeTIB A9 CepBepa MOHITOPUHIY 3a nMpaue3faTHICTIo HeobxigHo
BUKOHATW HaCTYNHI gii:

1. 3aKpUTK SOCTYN A0 CTOPOHHIX peno3nTopiiB 3a 4OMNOMOIrol0 BUKOHaHHSA HaCTYMNHOT KOMaHAN:

sudo sed -i 's/"[A-Za-z0-9]/#&/' /etc/apt/sources.list

2. JogaTtn y onepauinHy CUCTEMY PEno3MTOPIA 3 NakeTaMu cuctemm «TpembiTa» 3a 4OMNOMOroLo
BMKOHAHHSA HACTYMHOI KOMaHAMW:

echo 'deb https://project-repo.trembita.gov.ua:8081/repository/trembita-monitoring archive/

graylog main' | sudo tee -a /etc/apt/sources.list

MepeBipuUTN pe3ysibTaT BMKOHAHHS KOMaHA MO)XXHa 3a [AOMOMOrOoK TEKCTOBOro pefakTopa nano,
BiAKPVBLUKN (halifl Ha pedaryBaHHS 3@ LONOMOIrol0 BUKOHAHHS HACTYMHOI KOMaHaK:

sudo nano /etc/apt/sources.list

3. DopnaTtu GPG ko4 peno3nTopito 3a AOMNOMOrol BUKOHAHHSA HACTYMHOI KOMaHOW:

sudo wget -0 - https://project-repo.trembita.gov.ua:8081//public-keys/public.key.txt | sudo
apt-key add -


https://docs.trembita.gov.ua/books/instrukciia-zi-vstanovlennia-lokalnix-komponentiv-sistemi-trembita-v-promislovomu-seredovishhi-za-dopomogoiu-skripta-avtomatizaciyi/page/112-vstanovlennia-ta-konfiguraciia-serveru-analizu-tranzakcii
https://docs.trembita.gov.ua/link/201#bkmrk-7.2.3.-%D0%9D%D0%B0%D0%BB%D0%B0%D1%88%D1%82%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F-
https://docs.trembita.gov.ua/11.2.1.%20%D0%86%D0%BD%D1%81%D1%82%D0%B0%D0%BB%D1%8F%D1%86%D1%96%D1%8F%20%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80%D0%B0%20%D0%B0%D0%BD%D0%B0%D0%BB%D1%96%D0%B7%D1%83%20%D1%82%D1%80%D0%B0%D0%BD%D0%B7%D0%B0%D0%BA%D1%86%D1%96%D0%B9
https://docs.trembita.gov.ua/books/instrukciia-zi-vstanovlennia-lokalnix-komponentiv-sistemi-trembita-v-promislovomu-seredovishhi-za-dopomogoiu-skripta-avtomatizaciyi/page/112-vstanovlennia-ta-konfiguraciia-serveru-analizu-tranzakcii
https://docs.trembita.gov.ua/link/201#bkmrk-7.2.3.-%D0%9D%D0%B0%D0%BB%D0%B0%D1%88%D1%82%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F-
https://docs.trembita.gov.ua/books/instrukciia-zi-vstanovlennia-lokalnix-komponentiv-sistemi-trembita-v-promislovomu-seredovishhi-za-dopomogoiu-skripta-avtomatizaciyi/page/51-pidgotovka-do-vstanovlennia
https://docs.trembita.gov.ua/books/instrukciia-zi-vstanovlennia-lokalnix-komponentiv-sistemi-trembita-v-promislovomu-seredovishhi-za-dopomogoiu-skripta-avtomatizaciyi/page/52-nalastuvannia-merezevix-parametriv

AKLL0 KOMaHA4Y BUKOHAHO ycniwHo, 6yae BuBeneHo noBigoMneHHs «OK».

4. B onepauinHin cuctemi mae 6yTtn BCTaHOBNIeHa Nokanb UTF-8.

MpumiTKa. BCcTaHOBAEHHS JIOKaNi onmMcaHo B po3Aifai 7.1.4.

5. lpoBeCcTn cCUCTEMHE O4YULEHHA Ta OHOBUTWU CMNUCKU LOOCTYMHUX nakeTiB 3a [O0MNOMOroto
MoOC/1iJOBHOMO BUKOHAHHSA HaCTYNHNX KOMaHA:

sudo apt autoremove && sudo apt clean && sudo apt autoclean

sudo apt update

6. BctaHOBMTN HeobXigHi 3acobn 3a 4ONOMOro BUKOHAHHA HAaCTYNHOI KOMaHau:

sudo apt install zabbix-server-pgsql zabbix-agent postgresql -y

7. CTBOpI/ITI/I KOpUCTyBa4da 6a3n gaHux Ta 6a3y OaHWX 3a OOMNOMOrok MocC/ig0BHOMO BMKOHAHHSA
HaCTYNMHUX KOMaHA:

sudo -u postgres createuser --pwprompt zabbix

sudo -u postgres createdb -0 zabbix zabbix

8. |MI'IOpTyBaTI/I cXemy 6a3n faHNx 3a OONOMOrol BUKOHAHHS HaCTyI'IHO'I- KOMaHan:

zcat /usr/share/doc/zabbix-server-pgsql/create.sql.gz | sudo -u zabbix psql zabbix

9. BiokpnTu Ha peparyBaHHA dann KoHdirypauil zabbix_server.conf 3a 4oMomMorow BUMKOHaHHSA
HaCTynHOI KOMaHAW:

sudo nano /etc/zabbix/zabbix server.conf

10. BeecTn naposib A0 hanny KoHQirypauii sk 3Ha4yeHHA napameTpy «DBPassword», a 3Ha4yeHHsA
napameTpy «DBHost» - 3aAMWINTN NOPOXKHIM:

DBHost=

DBPassword=

11. YBiMKHYTUK Zabbix cepep 3a 40OMOMOrol NOCAiAOBHOr0 BUKOHAHHSA HAaCTYNMHUX KOMaHA;:

sudo systemctl enable zabbix-server

sudo systemctl start zabbix-server

12. BcTtaHoBuTWM web 4YacTunHy cepBepy Zabbix 3a 4ONMOMOro BUKOHaHHS HAaCTYMNHOI KOMaHaW:


https://docs.trembita.gov.ua/link/65#bkmrk-6.1.3.-%D0%9D%D0%B0%D0%BB%D0%B0%D1%88%D1%82%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F-

sudo apt install zabbix-frontend-php php-pgsql -y

13. BuMKHYTM Apache2 3a AOMOMOro NoCNigOBHOrO BUKOHAHHSA HAaCTYMHMX KOMaHA:

sudo systemctl stop apache2

sudo systemctl disable apache2

14. BctaHoBMUTK Nginx 3a 4ONOMOIroK NOCAiLOBHOINO0 BUKOHAHHSA HAaCTYMNMHUX KOMaHA:

sudo apt install nginx-light php-fpm -y
sudo ln -s /usr/share/zabbix /var/www/html/zabbix

sudo rm /etc/nginx/sites-enabled/default

15. BigkpnTu Ha pefaryBaHHsa pann KoHdirypauii php.ini 3a 4oNOMOrot BMKOHaHHSA HACTYMHOI
KOMaHAu:

sudo nano /etc/php/7.2/fpm/php.ini

16. lMepeBipnUTN HaAABHICTb MepesiivyeHNX HuXK4Ye napameTpiB y anni KoHirypauil. AKwo naHi
napameTpu BiACYTHIi - BCTAHOBUTU X HACTYMHUM YNHOM:

date.timezone = Europe/Kiev
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post max size
max_execution time = 300

max_input time = 300

17. CTBopuTW Ta BiOKPpUTM Ha peparyBaHHsa dann KoHdirypauii Nginx 3a gonomoroto
NMOCNiIAOBHOI0 BUKOHAHHSA HACTYMHUX KOMaHA:

sudo touch /etc/nginx/sites-available/zabbix
sudo ln -s /etc/nginx/sites-available/zabbix /etc/nginx/sites-enabled/zabbix

sudo nano /etc/nginx/sites-enabled/zabbix

18. BHECTM HaCTYMHi KOHIirypauinHi napameTpun y gaHun gann:

server {
listen 80 default server;
root /var/www/html;
index index.php index.html index.htm;
server _name zabbix server;
location / {

try files $uri $uri/ =404;



}
location /(conf|app|include|local) {

deny all;

}
location ~ \.php$ {
include snippets/fastcgi-php.conf;
fastcgi pass unix:/run/php/php7.2-fpm.sock;

}
location ~ /\.ht {
deny all;

19. MNepe3aBaHTa)XUTW CEPBICM 3a AOMOMOIro0 BUKOHAHHS HAaCTYMHOI KOMaHAW:

sudo systemctl restart php7.2-fpm nginx

BebiHTepdenc cepBepy MOHITOPUHIY 33 nMpaue3faTHICTI0O  AOCTYMHWMNW 3@ MNOCUJIAHHAM:
http://<YOUR-ZABBIX-SERVER-IP>/zabbix/,

ne <YOUR-ZABBIX-SERVER-IP> - apgpeca BignoBigHOro cepBepy, Ha $KOMY BCTaHOBJIEHO
nporpamHe 3abesnevyeHHsa 019 MOHITOPUHIY 3a NMpaue3faTHICTIo.

IOna HanawTyBaHHA CepBepy MOHITOPUMHIY 3a Npaue3daTHICTIoO AAMIHICTpaTopy JOKasbHUX
KOMMOHEHTIB (CUCTEMHOMY aAMiHICTpaTopy) HeobxigHO BWKOHATWM HaACTyMHi 4ii B 1Moro
BebiHTepdenci:

1. 3anoBHNTK JaHi, wo 6yayTb 3anMTaHi B Npoueci HanawTyBaHHA Y BiAMOBIAHOCTI 40 nonepenHix
MYHKTIB iHCTanawuii:

- Ha Kpoui «Configure DB connection HeobxigHO BKa3aTwu maposb, wo 6y cTBOpeHun y n. 10

po3ainy 11.2.1 naHoil iIHCTPYKLUIi;

- Ha BCiX iIHWNX KPpOKax HAaTUCHYTWN Ha KHonKy «Next/Finish».

MpumMmiTKa. 3a 3aMoOBYYyBaHHSAM NOriH A4 Bxoay - «Admin» ([ZABBIX-ADMIN-USER]), naposb
- «zabbix» ([ZABBIX-ADMIN-PASSWORD]).

2. 3anyCTUTN areHT MOHITOPUHIY Ta AO0AATW Oro A0 aBTO3aMycKy 3a A0MNOMOrow MociifoBHOIO
BMKOHAHHS HAaCTYMHUX KOMaHA:


https://docs.trembita.gov.ua/link/202#bkmrk-10.-%D0%92%D0%B2%D0%B5%D1%81%D1%82%D0%B8-%D0%BF%D0%B0%D1%80%D0%BE%D0%BB%D1%8C-%D0%B4%D0%BE
https://docs.trembita.gov.ua/link/202#bkmrk-10.-%D0%92%D0%B2%D0%B5%D1%81%D1%82%D0%B8-%D0%BF%D0%B0%D1%80%D0%BE%D0%BB%D1%8C-%D0%B4%D0%BE

sudo systemctl start zabbix-agent

sudo systemctl enable zabbix-agent
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KoHdirypauis nigknioyeHHsa LLUBO o cepsepy MOHITOPUHIY 3a Npaue3faTHICTIO HAaNaWTOBYETLCA
Ha LUBO y canni /etc/uxp/monitor-agent.ini.

IOnsa HanawTyBaHHA nNigkatoyYeHHsa LLIBO oo cepeBepa MOHITOPMHIY 3a Npaue3aaTHICTIo
AOMIHICTPATOPOBI JIOKaJIbHUX KOMMOHEHTIB (CUCTEMHOMY aAMiHICTpaTOpy) HEOOXiAHO BUKOHATM
HacTynHi Aaii Ha WBO:

1. BigkpunTun Ha pegaryBaHHa ¢ana monitor-agent.ini 3a LONOMOro0 BUKOHAHHA HACTYMHOI
KOMaHau:

sudo nano /etc/uxp/monitor-agent.ini

2. PO3KOMEHTYBATW HACTYMHi pSAKK (BUOANMBLUM CUMBOJ «#» Ha MOYaTKYy PSAKY):

[zabbix-1]

address = <YOUR-ZABBIX-SERVER-IP>
port = 10051

enable configurator = true
username = <ZABBIX-ADMIN-USER>
password = <ZABBIX-ADMIN-PASSWORD>

host group = uxp-pma

ne <YOUR-ZABBIX-SERVER-IP> - agpeca BignosigHoro cepsepy, Ha SKOMYy BCTaHOBJ/IEHO
nporpamHe 3abe3nevyeHHs A9 MOHITOPUHIY 3a Mpaue3naTHICTHo,

<ZABBIX-ADMIN-USER> - f0riH ans BXo4y Ha CepBepP MOHITOPUHIY 3a NMpaue3naTHICTIo,

<ZABBIX-ADMIN-PASSWORD> - napo/ib 419 BXO4Y Ha CEpBEP MOHITOPUHIY 3a
npauesnaTHICTIo;

MpumiTKa. 3a 3aMOBYYBaHHAM JOTiH Ans Bxody - «Admin» (<ZABBIX-ADMIN-USER>),
naposb - «zabbix» (<ZABBIX-ADMIN-PASSWORD>).

3. 3aKpuUTn penakTop, HAaTUCHYBLUW KOMBiHauito knagiw «Ctrl+X», 6yae BigobpakeHo
NOBIAOMJIEHHSA NPO NiATBEPOXEHHSA Ha 36epeXxeHHs 3MiH - HeobXiAHO HAaTUCHY TN «Y», @ NOTIM
«Enter» nns 36epexxeHHs.

4. 3acToCcyBaTM HOBY KOHirypauito Zabbix 3a gonoMoro BUMKOHaHHSA HAaCTYMHOI KOMaHAOW:



sudo reload-monitor-agent

5. NigkntounTtnca no sebintepdency Zabbix http://<YOUR-ZABBIX-SERVER-IP>/zabbix/,

e <YOUR-ZABBIX-SERVER-IP> - agpeca BignosigHoro cepsepy, Ha KoMy BCTaHOBAEHO [13
OJ151 MOHITOPWHIY 3a npaue3gaTHICTHo.

6. MepeBipnTK, WO B KOHQIrypauii 3'aBUAMCSa XoCTu w3y 6e3nevyHoro obmiHy.
Ona uboro HeobxigHO BUKOHATW HACTYMHI Ail:

1. NepenTun Ha BKNanky «Latest data».

2. O6bpaTun «uxp-pma» y noni «Host groups».

3. HaTUCHYTM Ha KHOMKY «Apply».

CnoYvaTKy 3'9BAATbCA HAaMMEeHYBaHHA CTaTUCTUYHUX MONIB, Yepes3 AesAKUA YaC BOHW 3aMNOBHATLCS
DaHuMK 3i W3y 6e3neyHoro obminy.

MpumMiTka. [leTani BUAKOPUCTaHHA iIHCTPYMeHTY Zabbix HaBefeHO Ha odiuinHomy BebcanTi
Zabbix.



