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CepBep aHanisy TpaH3aKLUin CKNada€eTbCs 3 HACTYMNMHMUX NPOrpaMHUX KOMIMOHEHTIB:
- Elasticsearch, wo 36upae Ta HakoONMYyE BiAOMOCTI NPO 34INCHEHI TpaH3aKL,iT;

- Kibana, wo BMKOHY€E (DyHKLUIT iHTepdency KopnctyBaya Ta Bigobpar>ka€ HakOMMYEHi BiAOMOCTI 3a
KpUTEpiaMun NnowykKy Kopuctysa4a.

CxeMa Mepe)xeBOoi B3aEMOJii cepBepa aHani3y TPaH3aKLi HaBeaeHa Ha PUCYHKY 11.1.
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PucyHok 11.1 - CxeMa Mepe)xeBoi B3aEMOLil cepBepa aHanidy TpaH3aKLuin

3 MeTolo opraHisauii MepexxeBoi B3aemogii Onepatop (abo Cy6'ekT eneKTpoOHHOI B3aEMOii, AKLLO
BiH CaMOCTINHO BCTAHOBJIIOE Ta aAMiHICTPYE /IOKaIbHi KOMMNOHEHTU) Ma€ 3abe3neynTr MOXKIUBICTb
MepexxeBoro 3’egHaHHA LLIBO 3 cepBepoM aHanily TpaH3akuin Ha nopT TCP 9200 (y ToMy 4uchi,
HasawTyBaTn BOYOOBaHUI MiDKMepe)KeBUin ekpaH Ha wito3i 6esnevyHoro obmiHy, akwo BiH byB
YBIMKHEHUN).

TakoXX AQMiHICTpaTOp JIOKa/IbHUX KOMMOHEHTIB (CUCTEMHUI afgMiHICTpaTOp) NOBUHEH MATU
MOXXJIMBICTb NiAKAOYaTUCA 4O CepBepy aHanily TpaH3akuin Ha nopT TCP 5601, Ha gakoMy
po3MmilleHa cny>xba BebiHTepdency aHanizy TpaH3akLin.
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Mig 4ac BCTaHOBNEHHS, CEPBEP aHaNi3y TpaH3aKLi MOBMHEH MaTW MiAK/OYEHHS 0O MepeXi
IHTepHET 3 MeTO BCTAHOBJIEHHSA MPOrpPaMHMNX NakKeTiB 3 MPOrpaMHOro Peno3nTopito CUCTEMMU
«TpembiTa».

BcTaHOB/IEHHS Ta BCi BiAMNOBIAHI HaNawWTyBaHHA BUKOHYIOTbCA AAMIHICTPaTOPOM JIOKaIbHUX
KOMMOHEHTIB. KiHLEBUM KOPUCTYBaYeM, O NpaLioBaTUMe 3 CEPBEPOM aHasli3y TpaH3aKLUin Yyepes
BebiHTepdenc € KopucTyBay 3 poJulto "BignoBiganbHWUN 3a aHani3 TpaH3akKLUin".

IHCTansAuinHi nakeTn Elasticsearch i Kibana BXxoaaTb B KOMMJIEKT KOMIMOHEHTY
uxp-monitor-analytics.

LLlo6 BcTaHOBUTKU uxp-monitor-analytics noTpibHO BMKOHATM HACTYNHI Ail Ha cepBepi aHanisy
TpaH3aKLin:

1. 3aKpuUTK OOCTYN OO0 CTOPOHHIX Peno3nTopiiB 3a 4OMNOMOIroK BUKOHAHHSA HAaCTYMHOT KOMaHOW:

sudo sed -i 's/"[A-Za-z0-9]1/#&/' /etc/apt/sources.list

2. lopaTtu y onepauinHy CUCTEMY PENO3UTOPIN 3 MakeTaMu cucteMmn «TpembiTa» 3a 4ONOMOrok
BMKOHAHHA HACTYMHOI KOMaHAW:

echo 'deb https://project-repo.trembita.gov.ua:8081/repository/trembita-member _archive/

certified main' | sudo tee -a /etc/apt/sources.list

MepeBipUTH pe3ynbTaT BUKOHAHHA KOMaHZ MOXHa 3a 4OMOMOrol TEKCTOBOro peflakTopa hnano,
BiAKPMBLUKN (halifl Ha pedaryBaHHs, 3a LONOMOIrol0 BUKOHAHHSA HACTYMHOI KOMaHAN:

sudo nano /etc/apt/sources.list

3. JonaTtu GPG K04 peno3nTopito 3a J0NOMOrol BUKOHAHHS HAaCTYMHOI KOMaHAW:

sudo wget -0 - https://project-repo.trembita.gov.ua:8081//public-keys/public.key.txt | sudo
apt-key add -

AKLLO KOMaHOy BMKOHAHO yCrilHo, byae BMBeAeHO NoBigoMaeHHA «OK».

4. lMpoBecTn CUCTEMHE OYULLEHHA Ta OHOBUTWU CMUCKU OOCTYMHUX MakeTiB 3a 4OMNOMOIO0
MoC/1iJOBHOMO BUKOHAHHA HaCTYNMHUX KOMaHA:

sudo apt autoremove && sudo apt clean && sudo apt autoclean

sudo apt update



5. BcTaHOBMTKU MakeT uxp-monitor-analytics Ha cepBepi aHani3y TpaH3aKLin 3a 4ONOMOrot
BMKOHaHHSA HACTYMHOI KOMaHaW:

sudo apt install -y uxp-monitor-analytics

6. HonaTw Elasticsearch i Kibana oo aBTo3anycky micns BCTaHOBJIEHHS 3a OOMOMOIO0
MOCNiIJOBHOI0 BUKOHAHHSA HAaCTYMHUX KOMaHA:

sudo systemctl enable kibana

sudo systemctl enable elasticsearch

7. Bnepwe cny>xbu noTpibHO 3anyCcTUTK BPYyYHY 3@ AOMNOMOrol NOoCaif0BHOMO BUKOHAHHS
HACTYNMHUX KOMaHA:

sudo service kibana start

sudo service elasticsearch start

11.2.2. ?2???°?7?7?7?7?7?7?7 Elasticsearch ? Kibana

Mepen noyaTkoM poboTm cny>bu Elasticsearch i Kibana noBuHHI 6yTn HanawToBaHi
ALMIHICTPaTOPOM NOKaJIbHUX KOMIMOHEHTIB HAaCTYMHUM YUHOM:

1. BionkpuTun Ha penaryBaHHA dann /etc/elasticsearch/elasticsearch.yml Ha cepBepi aHanizy
TpaH3aKLin 3i BCTAHOBMEHUM NMporpamMHmMM 3abesneyeHHAM NakeTy uxp-monitor-analytics 3a
OOMOMOro BUKOHaHHA HAaCTYMHOI KOMaHAOW:

sudo nano /etc/elasticsearch/elasticsearch.yml

2. MepeBipnTn HasBHICTb HACTYMHUX PAOKIB B AaHOMY danni:

cluster.name: uxp

node.name: ${HOSTNAME}

network.host: 0.0.0.0
cluster.initial master nodes: ["${HOSTNAME}"]
search.max_buckets: 20000

3. 3aKpuUTun pefakTop, HaTUCHYBLUM KoMbiHauito knasiw «Ctrl+X», nani 6yne BigobpaxkeHo
NOBiAOMJIEHHSA NPO NiATBEPOXEHHSA Ha 36epeXxeHHs 3MiH - HeobXiAHO HAaTUCHY TN «Y», a NOTIM
«Enter» gnsa 36epexxeHHs.

4. BipkpuTwn Ha pegarysaHHA pann /etc/kibana/kibana.yml 3a 1onoMoroto BUKOHaHHA HACTYMHOI
KOMaHAW:



sudo nano /etc/kibana/kibana.yml

5. 3aMiHNTK HaACTYMHUIN PALOK:

#server.host: «localhost»

Ha:

server.host: 0.0.0.0

6. 3aKpUTM pefakTop, HaTUCHYBLUM KoMBiHauito knasiw «Ctrl+X», pani 6yne BigobpaxeHo
NOBIAOMJIEHHSA MPO NiATBEpPOXEHHSA Ha 36epexeHHsA 3MiH - HeoBXiAHO HAaTUCHY TN «Y», a NOTIM
«Enter» gns 36epexxeHHs.

7. Nepe3aBaHTaxxnTn cnyxbu elasticsearch Ta kibana wnaxom NnocnifoBHOr0 BUKOHAHHSA
HaCTYMHUX KOMaHpA:

sudo service elasticsearch restart

sudo service kibana restart

[Ons nepeBipku npaue3naTHOCTI KOMMOHEHTY AAMIHICTPaTOpPy JIOKaJIbHUX KOMMOHEHTIB HEOBXiaHO
nepenTn 0o BebiHTepdency cepBepy aHanily TpaH3akLi 3a nocunaHHaM: http://<YOUR-EK-
SERVER-IP>:5601/,

ne <YOUR-EK-SERVER-IP> - agpeca BignoBigHOro cepsepa, Ha AKOMy BCTaHoBJieHO 13 cepBepy
aHanisy TpaH3akuin.

KoHdirypauia ninkniovyeHHs w3y 6e3nevyHoro obMiHy 00 cepBepy aHasisy TpaH3aKL,in
HanawToBYeETLCA Ha LLBO y cdanni /etc/uxp/monitor-agent.ini.

Ona HanawTyBaHHA NiAKAOYEHHA ALMIHICTpPaTOPYy NNIOKaJIbHUX KOMIMOHEHTIB (CUCTEMHOMY
aAMiHiCcTpaTopoBi) HEOOXiAHO BUKOHATK HACTyMHi Aii Ha LWBO:

1. BigkpuTun Ha pegaryBaHHa dann /etc/uxp/monitor-agent.ini 3a [ONOMOro0 BUKOHaHHS
HaCTyMHOI KOMaHAW:

sudo nano /etc/uxp/monitor-agent.ini

2. PO3KOMeHTyBaTV HaCTYMHi pAaakn (BMOAANMBLUM CUMBO «#» Ha NOYaTKYy pPAAKY) i BCTAHOBUTMU
HacTyMNHi NapamMeTpu:



[elasticsearch]

address = <YOUR-EK-SERVER-IP>
port = 9200

cluster _name = uxp

index = uxp

e <YOUR-EK-SERVER-IP> - agpeca BignoBigHOro cepeepa, Ha SKOMy BCTAaHOBJIEHO NpOrpaMHe
3abe3neyeHHs cepBepy aHanNidy TpaH3aKLUin.

3. 3aKpUTn penakTop, HaTUCHYBLUKW Habip knagiw «Ctrl+X», nicnsa yoro 6yae BigobparkeHo
NoBiAOMJIEHHA-NIATBEPOXKEHHSA 36epeXXeHHs 3MiH - He0bXiaHO HAaTUCHYTK «Y», a NOoTiM «Enter»
nnsa 3bepe)xeHHs BigoMoCTen.

[ns 3acTocyBaHHA HOBOI KOHpirypauii Elasticsearch Ha LLUBO noTpibHO BUKOHaTW HACTyMNHY
KOMaHAOy:

sudo reload-monitor-agent

HanawTyBaHHA WabnoHy iHOeKCY Ha CepBeEpi aHani3y TpaH3aKLin 34iNCHI0ETLCA BianosiganbHUM
32 aHani3 TpaH3aKLuin.

MpumiTka. IHoekc B Elasticsearch 3'aBuTbca He ogpa3y, a Ti/IbKK NicasA No4YaTKy 0OMiHy
nosigomsieHHsaMM MiX LLUBO YyacHuka Ta iHwumun LUBO. Mpo ue HeobxigHO nam’aTaT Nig Yac
HaslalWTyBaHb.

Ons HanawTyBaHHA WabnoHy BignoeinanbHOMY 3a aHani3 TpaH3aKUin HEOOXiAHO BUKOHATW
HacTynHi Oii B BebiHTepdenci cepsepy aHanizy TpaH3aKLUii, BiAKPUBLLUN MO0 3a NOCUJTAHHSAM:
http://<YOUR-EK-SERVER-IP>:5601/:

1. NepenTun B po3ain «Management -> Index Patterns»;

2. B noni «Index pattern» BBecTu: uxp*;

B noni «Time Filter field» name mae 3'aBUTNCA 3Ha4YeHHA: monitoring_data_ts;
3. HaTtucHy T Ha KHOMKy «Create».

MpumiTKa. AKWOo nicas BBeAeHHSA «uxp*» 3'aBAs€eTbCA nosigoMmneHHs «Unable to fetch mapping. Do
you have indices matching the pattern» - ue o3Haua€, WO A0 cepBepa aHasi3y TpaH3aKLUIn Big
LLBO we He Hagxo[uso BifAOMOCTEN NMPO BUKNKK cepBiciB. MoTpibHO 34iNCHNTN 0B6MIH



iHpopMaLuieto Yepes LLIBO, nicna 4oro BiH Ma€ HaAicnaTn CTaTUCTUKY 34INCHEHUX TPaH3aKLUin.

I[HOMKATOPOM YCMiLLHOMO CTBOPEHHS iHOEKCY MoXXe ByTn NOBIAOMNEHHS, WO MiCTUTb Nose
«Creating index (uxp) for Elasticsearch» y danni »xypHany /var/log/uxp/proxymonitoragent.log Ha
LLIBO.

Micnsa uboro HeobxigHO NOBTOPUTK MpoLenypy CTBOPEHHS iHOEKCY Ha cepBepi aHanily
TpaH3akuin. CTaTuctmnka BignpasnseToca 3 LLBO He ogpa3y, a 4epes neBHi iHTepBanau 4acy.

MoAMBUTUCH OCTAHHI OTPUMaHI BiJOMOCTI y NMpoCcToOMYy (hopMaTi MOXKHa Ha BKNagui «Discover»
iHCTpymeHTy Kibana.

MakeT uxp-monitor-analytics MicTUTb Oefaki nNpuknagu Bisyanisauil TpaH3akuin. Ui npuknagu
3HaxXo4ATbCA B AupeKkTopii /usr/share/doc/uxp-monitor-analytics/examples/kibana-7.x/operational-
data, a came:

- request-total-by-security-server.json - Bi3yani3ye 3arasibHy KiJibKiCTb 3anunTiB, 34incHeHnx LWBO;

- request-total-by-security-server-by-service.json - Bi3yani3ye 3arajbHy KiNbKiCTb
3annTiB, 34iNCHeHNX Yyepe3 neBHun LLIBO i neBHMN cepsBic;

- succeeded-requests-by-service.json - Bi3yani3ye KinbKiCTb BAaAMx 3annTiB 40 CepBicy.

Ons HanawTyBaHHA Bi3yahni3auil HeobXiAHO BMKOHATW HacTynHi Aii B BebiHTepdenci cepsepy
aHanily TpaH3aKuin:

1. CkonitoBaTn 3a3Ha4vyeHi BuLLe annn i3 cepBepa aHaNizy TpaH3aKUin B 3py4YHY OUPEKTOpPIlo Ha
poboyin cTaHuii BionosiganbHOi ocobu 3a aHani3 TpaH3akuin, Bukopuctosyr4dm WinSCP abo iHwy
nporpamy .

2. 3anTwn B po3ain «Management -> Saved Objects» BebiHTepdency Kibana:
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3. HaTncHyTu Ha KHOoNKy «Import», wo6 imnopTyBaTn hannm B Kibana.

4. ObpaTtn 36epexeHnin Ha ANCKY MOTPIGHUA dann. Y aianoroBomMy BiKHi HAaTUCHYTU Ha KHOMKY
«Yes, overwrite all», a B HacTynHoMy BikHi - «Confirm all changes». IMnopToBaHuin alis NOBUHEH
3'aBuTUCA Ha BKAaAaLui «Visualizations».

Ons nepeBipku Biyani3aLii Ha cepBepi aHani3y TpaH3aKLin HeobXxiaHO 3pobUTM HACTYNHI Aii:

1. BiokpuTn BebiHTepdenc cepBepy aHanily TpaH3aKuin 3a nocunaHHAM: http://<YOUR-EK-
SERVER-IP>:5601/.

2. MepenTtn B po3pin «Visualize», ne 6yne BigobpakeHO iMNoOpTOBaHIi NMpuknagw Bilyanizauii
CTaTUCTUKMN.

3. Ona Toro, wob Bigobpa3ntu CTaTUCTUKY 3a cepBicaMu, HeobXiQHO HATUCHYTU Ha KHOMKY
«Requests Good by Service».
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AKWOo HOaHi  CcTaTUCTMKM He BigobpaxkatoTbCs, HeobxigHO HanawTyBaTW iHTepBasna Agas
Bioobpa)keHHs. Ona uboro HeobxigHO BMKOHATWU HACTYMHi Aii B BebiHTepdenci cepsepy aHanily
TpaH3aKLuin:

- BKa3aTu NoTpibHuin Time Range, HATUCHYBLUM Ha KHOMKY B MPaBOMYy BEPXHbOMY KYTKY CTOPIHKU;

obpaTu onuito «Today». MoBMHHa BigobpasnTnUCa CTaTUCTUKaA 3a 3anNuTaMu.
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