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BcTaHoBieHHs pob0o40i CTaHUil aaMiHICTpaTopa BUKOHYETLCA AOMIHICTPAaTOPOM JIOKabHUX
KOMMOHEHTIB (CUCTEMHUM aAMiHICTpaToOpoM). BipTyanbHa MalwinHa (abo isn4yHnn cepBep) MOBUHHI
OyTn NnonepeaHbO HanalWTOBaHI 3rigHo po3ainie 5.1 Ta 5.2. gaHOI IHCTPYKLUiT

6.1. logaBaHHSA Perno3nTopito 3 NakeTaMm cuctemm «TpembiTa»

6.2. JonaBaHHsa GPG kao4a 4519 peno3nTopito

6.3. BcTaHoBNEHHs nporpamHoro 3abe3snevyeHHs UXP UA Adminserver

6.4. JogaBaHHA 061iKOBOro 3anncy KOpMUcTyBada Ha Poboudin cTaHUIi agMiHiCTpaTopa
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IOna pogaBaHHA Peno3nTOopito 3 makeTamMm cuctemn «TpembiTa» HeobXiAHO 3aKOMEHTYBaTW BCi
icHYtoYi paakn y danni /etc/apt/sources.list (BCTaBnAYM CMMBOJ # Ha NOYaTKY KOXKHOI0 PAaKy)
Ta 004aTV HAaCTYMHUN HOBUI PASOK B KiHLi hany:

deb https://project-repo.trembita.gov.ua:8081/repository/ss-1.12.6/ bionic main

LLBnAaKo e 3pobuTm MOXKHa 3a AOMNOMOro MOC/iAOBHOMO BUKOHAHHSA HACTYMHUX ABOX KOMaHA,
rnepLla 3 aKUX OOLAE CMMBOJI KOMEHTYBaHHA "#" 00 KOXKHOIro HenycToro paaky, a gpyra - onae
HOBUWM PAOOK 3 MOCUJIAHHSM Ha Peno3nTopin B KiHeUb AaHoro ganny:

sudo sed -i 's/"[A-Za-z0-9]/#&/' /etc/apt/sources.list
echo 'deb https://project-repo.trembita.gov.ua:8081/repository/ss-1.12.6/ bionic main' | sudo

tee -a /etc/apt/sources.list

MepeBipnTK pe3ybTaT BUKOHAaHHS KOMaH MOXKHa 3a AOMOMOro TEKCTOBOro pefakTopa hano,
BiAKPMBLUWX (han Ha pedaryBaHHS 3a AONOMOIMOK BUKOHAHHSA HAaCTYMNHOI KOMaHOW:

sudo nano /etc/apt/sources.list

MpumMiTka. [na Buxony 3 pefakTopy BUKOPUCTOBYETLCA KOMBiHaUis knaiw «Ctrl+X».
Akwo 6ynn BHeCeHi 3MiHK, TO NOTPIOBHO HATUCHY TN KNagiwy «Y» Ong ix 36epe)xeHHs abo
«N» onsa BigMiHW.
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Ins BCTaHOBJIEHHS MPOrpaMHoro 3abesnevyeHHs 3 peno3nTopito cuctemmn «TpembiTa» NoTpibHO
3aBaHTa)XUTW Ta godaTtu B cucteMy GPG KoY AaHOro peno3nTopito.

Onsa uboro AOMiHICTpaTOpPy JIOKaIbHUX KOMIMOHEHTIB (CMCTEMHOMY agMiHiCTpaTopy) HeobxigHo
BWKOHATW HaCTYMNHY KOMaHAay:

sudo wget -0 - https://project-repo.trembita.gov.ua:8081//public-keys/public.key.txt | sudo

apt-key add -

AKLL0 KOMaH4a BUKOHaHa ycniwHo, byae BuBeaeHo NoBigoMaeHHs «OK»




0.3, ?2?7?7°?7°?7?77?7?77?7
PPV P0V????77?7?77
UXP UA Adminserver

IOnsa BCTaHOB/IEHHA nMporpamMHoro 3abesmnedyeHHs ua-adminserver gns  poboyoi CcTaHuil
agMiHiCTpaTopa BMKOPUCTOBYETbCSA KOMaHAa apt. lNMepen BUKOHAHHSAM BCTAHOB/IEHHSA MNOTPIOHO
OHOBMUTM CMUCOK AOCTYMHMX MaKETIB 3 peno3nTopito cnctemm «Tpembitar.

[na BCTaHOBJIEHHS 3a3HA4YeHOro nporpamMHoro 3abesneyvyeHHs HeobXigHO MOCNIAOBHO BUKOHATKU
HACTYMNHIi KOMaHOW:

sudo apt update

sudo apt -y remove firefox openssh-client

sudo apt install ua-adminserver openssh-client=1:7.6pl-4ubuntu0.3 libpam0g=1.1.8-
3.6ubuntu2.18.04.2

B xogni iHcTanauii 6yge 3anponoHOBaHO BUKOHATKM AesKi HafnallTyBaHHA BPYYHY, 30Kpema
HaCTYMHi:

1. O6bpaTun BapiaHT AOCTaBKN eNEeKTPOHHOI NOWTN agMiHICTPAaTUBHMM KOPUCTYBaYaM:



S

secadmin@uxp-manual-admpc: ~

HanawTyBaHHA NakyHKiB

{ Postfix Configuration

Please select the mail server configuration type that best meets your
needs.

No configuration:

Should be chosen to leave the current configuration unchanged.
Internet site:

Mail is sent and received directly using SMTP.

Internet with smarthost:

Mail is received directly using SMTP or by running a utility such
as fetchmail. Outgoing mail is sent using a smarthost.
Satellite system:
All mail is sent to another machine, called a 'smarthost', for
delivery.
Local only:

Akuwo OTPpMMaHHA €NEKTPOHHOK TMOoWWTOoK rnoBigoOMJIEHb npo (pyHKLI,iOHyBaHHﬂ nporpamMmHoOro

3abe3neyeHHs poboyoi cTaHuii agMiHicTpaTopa He noTpibHe, HeobxiaHO obpaTn BapiaHT «Local
only»:

X secadmin@uxp-manual-admpc: ~

HanawTyBaHHA NaKyHK1iB

Postfix Configuration
General type of mail configuration:

No configuration
Internet Site
Internet with smarthost

Satellite sistem

<[apa3g> <CkacyBaTun>
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2. MNigTBepontn iM’9 NOWTOBOro [AOMeHy Ta o06nikoBuMin 3annc, SKUA HagcuaaTmme Ta
OTpMMyBaTUMeE JIOKaJibHi MOWTOBI MNoBigomaeHHA (iXx MoxHa Oyae mpoynmTaTu JMWe Ha AaHin
poboyin cTaHuii) wnaxom subopy onuii "Mapasa"” y BignosigHMUx opmax:

x secadmin@uxp-manual-admpc: ~
HanawTyBaHHA MaKyHKiB

Postfix Configuration
The "mail name" is the domain name used to "qualify" _ALL_ mail
addresses without a domain name. This includes mail to and from <root>:
please do not make your machine send out mail from root@example.org
unless root@example.org has told you to.

This name will also be used by other programs. It should be the single,
fully qualified domain name (FQDN).

Thus, if a mail address on the local host is foo@example.org, the
correct value for this option would be example.org.

System mail name:

uxp-manval-adpctf |

<[apa3p> <CKacyBaTh>

secadmin@uxp-manual-admpc: ~
HanawTyBaHHA MaKYHK1B

HanawTyBaHHA ua-adminserver
Messages will apear as a from address.

Send integrity checker email from address:

root@localhostf |

<l[apa3n>
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secadmin@uxp-manual-admpc: ~
HanawTyBaHHA NakyHKiB

HanawtyBaHHA ua-adminserver
Recalculate hashes

Integrity check has been disabled for 30 minutes. After expiration of
this period check is performed and in case of failure all UXP services
are stopped without warning. You must execute following command to
perform full recalculation of hashes.

# uxp-ua-integritychecker.sh recalc_all

Micnga BcTaHOBAEHHA NporpaMHoro 3abe3nevyeHHd ua-adminserver HeobxigHO:

1. O64YMCINTN HOBI rewi CTaHy cepBepy 3a [OO0MNOMOrol MNOC/AiIAOBHOIO BUKOHAHHS HaCTYMHUX
KOMaHA:

sudo /usr/share/uxp/uaic/scripts/ uxp-uaic-integritychecker.sh recalc exec
sudo uxp-ua-integritychecker.sh recalc_all

sudo uxp-ua-integritychecker.sh check

2. Mepe3aBaHTaXnTn poboYy CTaHLit0 aaMiHICTpaTopa 3a AOMOMOro HAaCTYMNHOI KOMaHAW:

sudo shutdown -r now
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Baxxnuso! B npomucnosomy cepeposuii cuctemm «TpembiTa» AocTyn A0 1i JIOKaJSIbHUX
KOMMOHEHTIB Ma€ 34iNCHIOBATUCA 3 BUKOpPUCTaHHAM Bebbpaysepy Mozilla Firefox abo SSH
BUKJ/IIOYHO 4Yepe3 Pobouyy cTaHuUilo aaMiHicTpaTopa BiAMOBIAHO OO0 pPOJZILOBOI MoAenN,

HaBedEeHOI Ha PUCYHKY 3.1 AaHOl iIHCTPYKLIT.

Ons Ttoro, wob cTBOPUTU HOBUIA OONIKOBUI 3annUC KOPUCTYBaYa, LLO 3MOXKE aBTOPW3YBATUCS Ha
Pobouin cTaHuii agMiHicTpaTopa, He0bXiaAHO B KOMaHAHIN KOHCOJi faHoi pobo40i CTaHLil:

1. BukoHaTn KOMaHLy:

sudo uxp-ua-add-admin-user.sh <username>

[le <username> - JIOriH CTBOPIOBAHOI0 KOPMCTYyBaYa NaTuHULE!D.

2. BBeCTu napoJsib HOBOro KOPUCTYBaya ABidi.
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