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KepyBaHHA nigcmctemMamMmy 30iNCHIOETLCA 3a OOMOMOMOK KHOMOK, SIKi po3TalloBaHi nMpaBopyY Bif
nepeniky niacucrtem abo 3a OOMOMOroK HaBirauii BKJagkaMu Micasg MNoABiMHOrO HaTUCKaHHSA
MULLKOI Ha HeobxigHin nigcncremi.

® Tecrosa opradizauia 10 MEMBER : SEVDEIR-TEST : GOV : 00000010 i -

® Tecroea opradizauia 10 SUBSYSTEM : SEVDEIR-TEST : GOV : 00000010 : TEST_SUBIO i &4 v 4 &
® Tectosa opraHisauia 10 SUBSYSTEM : SEVDEIR-TEST : GOV : 00000010 : UXP_ATR_Dema_3 i & v 4 &l
® Tecrosa opradisauis 10 SUBSYSTEM : SEVDEIR-TEST : GOV : 00000010 : UXP_ATR_Demo_2 i &4 »+ & & ¥
® Tecroea opradizauia 10 SUBSYSTEM : SEVDEIR-TEST : GOV : 00000010 : UXP_ATR_Demo_1 i & ©» o8 & ¥

Mpu nepexodi Ha BkaaaKy «Moapobuui» - « » byae Bigobpa>keHo AeTasbHY iHHOpPMaLito Npo AaHy
nigcucremy.

CHACYBATH PEECTPALIIKD

& Knicuty cepaicy o Cepaick 50AP af REST APIs i BHyTpiWwHI cepaepn ¥ Nokanesdi rpynM

IM'A yYacHHKa Tectopa opradizauia 10
Knac y4yacHHKa GOV
Kon yyacHWKa 00000010
Koa nigcuctemm TEST_SUB1O

CEPTU®DIKATH
ALCK ~ CaplAvni HoMep Crau Die po
“[in". KeanidikopaHui HagaBay ... 358708200X19235514963226011... 3AGN0KOBAHWA 2022-08-13
Anminictparop ITC L3O (CA TE.. 309361817556530004395837158...  3abnoxoBaHWH 2023-N-25
ApminicTpatop ITC Li30 (CA TE... I09361817556530004395837158... 3a6NoKoBaHWA 2024-02-15
AnminicTparop ITC L3O (CA TE.. 309361817556530004395837158... v mwMBaHui 2025-02-27

JAKPUTH

Ha paHin BkNnagui KOpuctyBay MOXe:

1. HagicnaTu 3anuT Ha peecTpaLito NiACUCTEMU LLIAXOM HAaTUCKAHHA Ha KHOMKY «3apeecTpyBaTn»
Yy BEPXHi YaCTUHI BiKHa.



MpumiTkKa. F9KWO nigcncTeMa BXXE 3apeEeCTpOBaHa, [AaHa KHOMKa HeakKTuBHa (ciporo
KOJIbOpPY).

2. Bunpganntu e He 3apeecTpoBaHy MiACUCTEMY LWASXOM HAaTUCKAHHS Ha KHOMKY «Bupanutum» y
BEPXHIil YaCTUHI BiKHa.

MpumiTka. dKWO nNigcucTemMa BXXe 3apeecTpoBaHa, 3aMiCTb fAaHOi KHOMKu Oype
Bimobpa)keHo KHOMKY «CKacyBaTu PEECTpaLLito>».

3. CkacyBaTu peEECTpaALilo BXXe 3apeecTpoBaHOl NiACUCTEMU LWAAXOM HATUCKAHHSA Ha KHOMKY
«CKacyBaTu peecTpaLito» y BepXHin YaCTUHI BikHa.

Ons ckacyBaHHS peecTpalii nigcmcrtemun, Nicnsa BignpaBkK BiAnoBigHOro 3anuTy 3acobamu LLUBO,
HeobXiQHO TakKOoXX MoAaTKn 3a8BKY Ha BigKpinjeHHs 1i Big KoHkpeTHoro LWBO 3acobamu Ocobucrtoro
kabiHeTy KaTanory cuctemmn «TpembiTa» (3asBka «BipkpinneHHa nipcucrtemm Big LLUBO>»).
Mopsgok nogaHHSA 3a3HAa4yeHol 3asBKWM 3a3HadeHo B Mn. 7.5.3 PernameHTy poboTu cucrtemu
«TpembiTa».

4. TMepernanyTn iHdoOpMaUilo Npo migcMcTemMy - iM’'s, Kjaac Ta KoA Y4acCHMKa, a TakKoXX KoA
nigcuncTemMu.

5. MeperngaHyTn yci cepTudikaTh nignucy, AKi BiQHOCATbLCA A0 AaHOI NiACUCTEMU, KUM BUAAHI,
CepinHMN HOMep, CTaH Ta TepMiH ail.

Mpu nepexodi Ha BkAaaKy «KNiEHTN cepBicy» - « &, byne BinobpaxkeHo nepenik ycix Cy6’ekTiB
€NeKTPOHHOT B3aEMOAIT, AIKMM HagaHo JOCTyn A0 CepBiciB, WO onybnikoBaHi Ha AaHin NigCUCTEMI.

i lMNoppoBuui P WL R TET <> Cepsicn SOAP ¢ REST APIs & BryTpiwni cepeepu @ JlokanbHi rpynwm

NOWYK
IM'A yyacHuKa/Onuc rpynu ~ ID
MiHicTepcTBO 060OPOHM YKpaiHKW SUBSYSTEM : SEVDEIR-TEST : GOV : 00034022 : 123_Cberig_c...
TecToBa opraHisauia 10 SUBSYSTEM : SEVDEIR-TEST : GOV : 00000010 : TEST_SUB10

3AKPUTH

Ha paHin BkNnagui KOpuctyBayd MOXe:



1. MepernaHyTu nepenik ycix Cy6’'ekTiB eIeKTPOHHOI B3aEMOAIi, 9KMM HadaHO OOCTyn OO0 CEepBICiB,
o onybnikoBaHi Ha AaHi NigCNCTEMI.

2. HapaBaTtun goctyn HoBUM Cy6’'eKTaM eneKTPOHHOI B3aemogii. N8 uboro HeobXiAHO HAaTUCHYTKU
Ha KHOMKY «JlogaTu» B BEPXHiN YaCTUHI BikHa. [JeTasnbHiwe npouec HagaHHA OOCTyny A0 CepBicCiB
HaBeOeHo B po3finax 4.1.2 Ta 4.2.2 JaHOI iIHCTPYKLUI.

3. 3MiHOBaTM NpaBa AOCTyny Ans KoHkpeTHoro Cy6’ekTa enekTpoHHOI B3aemogii. Ons uboro
HeobXiAHO HaTUCHYTUM Ha KHOMKYy «[lpaBa A[OCTyny» B BEPXHiIN YaCTWHI BikHa, Micna 4oro
BiAKPNETBLCA BIKHO 3 Mepenikom CepBiciB, OCTYyN A0 AKX HagaHo neBHOMY Cy6’'eKTy eneKTPOHHOI
B3aEMOAT.

MpaBa pocTtyny cepsica aonsa

TecTtoBa opranisauia 10 SUBSYSTEM : SEVDEIR-TEST : GOV : 00000010 : TEST_SUB10

nowyK
Kop cepsicy ~ Hasea Hapaui npaea goctyny
ComplexEcho 2022-12-02
Echo 2022-12-02
Hello REST API (http://192.168.99.40:8000) 2023-12-27
HelloTrembita REST API (http://10.0.0.8:8000) 2024-06-15
sendDeclaration REST API (http://192.168.99.80:80) 2023-12-05
SlowService REST API (http://127.0.0.1:9000/) 2024-04-01
todoitems REST API (http://192.168.99.75:7101/todoitems) 2022-12-02
WoeatherForecast REST API ¢(http://192.168.99.75:7101/weatherforecast) 2022-12-02

| D L
3AKPUTH BUOANWTU YCE BWOAJNIUTU OBPAHE OOOATW CEPBICH
A P | | | — |

- Ons Toro, wob Hagatn Cyb6'eKTy eNeKTPOHHOI B3aEMOAii 4OCTYN A0 iCHY4Y0oro cepeicy HeobxiaHo
HaTUCHYTW Ha KHOMKY «JlogaTu CepBiCU» B HUXXHIM YaCTUHI BiKHa.

- Onsa Toro, wob 3abpaTtm B Cyb’'ekTa eNeKTPOHHOI B3aEMOAIT NpaBa AOCTYMYy A0 OKPEMOr0 CEPBICY,
HeobXiAHO BUAINUTKM HeOoOXiAHWI CcepBiC (WWISXOM HATUCKAHHSA) Ta HATUCHYTUM Ha KHOMKY
«Bnpganutn obpaHe» B HWXXHIN YaCTUHI BikHa. lMicna LbOro BiAKPUETLCA BIKHO MiATBEPAXKEHHS
BUOAJIEHHS, B IKOMY He0obXigHO NiaTBEPANTU Ait0, HATUCHYBLUW Ha BiAMOBIAHY KHOMKY.

- Onsa Toro, wob 3abpaTtn B Cy6’'eKTa eNneKTPOHHOI B3aEMOJii MpaBa AOCTYNy A0 BCiX CEPBICIB AaHOI
nigcncrteMmn, HeobXiAHO HATUCHYTU Ha KHOMKY «BupoannTtm yce» B HUXXHIM YaCTUHI BikHa. lNicns
LbOro BiAKPUETBLCA BIKHO MiIATBEPOXXEHHS BUAANEHHSA, B AKOMYy HeobxigHO niaTBepAuTW Aito,
HaTUCHYBLUM Ha BiAMOBIAHY KHOMKY.



Mpn nepexoni Ha BkNagky «Cepsicu SOAP» - « &Py byne BinobpakeHo nepenik ycix SOAP-
cepsiciB, wWo onybnikoBaHi Ha AaHin migcucTemi. LeTanbHy iHdopMauito Npo kepyBaHHA SOAP-
cepBicamn HaBefieHo B po3aini 4.1.

Mpu nepexopni Ha BkNagky «REST APIs» - « %, byne Bigobpa>keHo mepenik ycix REST-cepsicis,
wo ony6bnikoBaHi Ha AaHin nigcucTemi. [leTanbHy iHpopMauito Npo KepyBaHHSA REST-cepsicamu
HaBeOeHOo B po3aini 4.2.

Mpn nepexodi Ha BKAaOKy «BHYTpiWHI cepBepu» - « LS KOPUCTYBa4 MOXe:

1. O6bpaTn TN NiAKIOYEHHS BEOKJIIEHTIB, WO NMPEeACTaBNATb AaHy niacuctemy, oo LLBO 3 meToto
HaACWaHHSA 3annTiB A0 cepsiciB Yyepe3 uen WWBO. [JocTynHi Tpyn BapiaHTK NigKAOYEeHHSA: «HTTP»,
«HTTPS» Ta «HTTPS no Auth». Tun migKAOYEHHS 3a7eXUTb Big MPOTOKOJY 3a SKMM MpPauoloTb
Bebcepsicn, onybnikoBaHi Ha paHin nigcuctemi. Ona sBubopy Tuny nMigKAOYeHHA HeobxigHo
HaTUCHYTW Ha BUMadalouYnn CNNCOK B o6nacTi «Tun nigkaoYeHHS ONs CEPBEPIB Yy POJi CNOXXMBaAYIB
cepsiciB», o6bpaTn HeobXigHMIM TN Ta HATUCHYTU Ha KHONKY «36eperTu»:

TAN NIAKNIOYEHHA ONA CEPBEPIB ¥ PONI CNOXWBAUYIB CEPBICIB

Twn nigkmouerna (http/https) ona cepeepie y poni nocTouansHWKa cepeicie koHdirypyeteca y SOAP-Cepagicax (</>) Ta REST APIs (%5)

BKNnaakax, BctaHoBuelKW URL-cepsic abo Basoey URL-anpecy API, signosigHo.
FATTE BHYTPILLHI CEPTUGIKATH TLS
HTTPS
e

HTTPS NO AUTH
:OF:A1:D5:38:2C:1M13:B2:10: A3:72:50:35

MpumMmiTkKa. 158 KOXHOI NigcncTeMm Mo>ke 6yTn BCTAHOBJIEHO CBIil TUM MiAKIOYEHHS.

2. DopaTtun, neperngaHyTu Ta BUOANNTU BHYTPIWHI TLS -cepTudikaTh cepsiciB Ta nigcucrtem (npu
HanalwTyBaHHI 3’eQHaHHSA 3a NPOTOKoAOM HTTPS).

MpumiTka. Llen cepTndikaT BUKOPUCTOBYETLCA MPU HaNalITyBaHHI 3aXULLEHOro 3'€AHaHHS
Mi>K LLUIBO Ta Moro KAiEHTaMm i OTPMMYETBLCA Bif, TaKoi nigcmcTtemMu.



BHYTPILLUHI CEPTU®IKATU TLS

Xew ceptudikaty (SHA-1) ~

39:53:B8:93:07:8E:4B:0F:A1:D5:38:2C:11:113:B2:10: A3:72:50:35
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- Ons pofaBaHHA HOBOro ceptudikaTy HeobXigHO HaTUCHYTUM Ha KHOMKy «JopaTu» B obnacTi
«BHYTpiWHi cepTudikatn TLS». Y BiKHi, WO BiAKPUETLCA HEOOXiAHO HATUCHYTU Ha KHOMKY
«[MepernaHyTun», obpatn HeobXigAHUN cepTUdikaT Ta HATUCHYTU Ha KHOMKY «OK».

- Ona Toro, wob neperngHyTW QAOeTanbHy iHGOpPMaLUilo Npo cepTudikaT, HeobxigHO o0bpaTun
cepTudikaT Ta HAaTUCHYTU Ha KHOMKY «Moapobuui» B obnacTi «BHyTpiwHi cepTudikatn TLS». B
HOBOMY BiKHi BIOKPUETbCA AeTasibHa iHpopMaLia npo uen ceptTudgikar.

- IOna BuaganeHHsa cepTudikaTy HeObXiAHO HATUCHYTU Ha KHOMKY «Bupanutu» B obnacTi
«BHYTpIiWHI cepTucikatn TLS», a B HaCTynHOMY BiKHi nigTBepouTWU [Ail0, HaTUCHYBLIN Ha
BiAMNOBIAHY KHOMKY.

3. 3aBaHTaXXnUTu BAacHMM TLS-cepTudikatT LWUBO Ha poboyy cTaHuito agMiHicTpaTopa. Oa8 uboro
HeobXigHO HaTUCHYTK Ha KHOMKY «EkcnopT» B o6nacTi «CepTudikaT cepBepa 6esnekn».

CEPTU®IKAT CEPBEPA EE3MNEKH

Xew ceprudikaty (SHA-1)

54:99:6E:63:93:F3:E1:51:28:AF:60:F6:9C:7C:53:D9:D8:BF:DE:B7
=

MpumiTtka. Len ceptudikaT BUKOPUCTOBYETbCHA KhieHTamum LLBO npu HanawTyBaHHI
3axmLeHoro 3'€gHaHHA 3 gaHum LWEBO.
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